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What ODCA Recommends 
 
This audit identified 11 recommendations that could 
prevent massive data breaches in the District 
government and enable the District to properly 
safeguard PII. 
 

 Designate a central agency with the executive 
authority to conduct District-wide IT security 
functions and establish policies and procedures. 

 Direct that central agency to document all PII 
that is collected and stored District-wide. 

 Require all agencies to conduct, document, and 
make public the findings of a Privacy Threshold 
Analysis. 

 Direct all agencies to develop written data 
collection policies based upon NIST guidelines 
or direct a central agency to do so for all 
Executive Branch agencies. 

 Require District agencies to develop written 
policies and procedures to evaluate how PII 
they collect can be used to identify individuals 
and de-identify unnecessary information. 

 Require all agencies to conduct, document, and 
make public a Privacy Impact Assessment to 
mitigate privacy risks.  

 Designate a central agency or task force to 
develop, distribute, and monitor all PII 
confidentiality policies and procedures. 

 Direct all agencies to develop and conduct 
annual security training programs. 

 Direct all agencies to ensure that all agency-issued 
laptops and USB that maintain PII are encrypted 

 Direct that all agencies encrypt databases that 
contain PII or ensure that a minimum of PII data 
can be accessed via databases.  

 Direct all agencies to develop a written incident 
response plan and an incident/breach impact 
assessment that address PII.  
  

January 6, 2017 

Why ODCA Did This Audit 
 
Massive data breaches in the federal 
government and instances in which the OIG 
and ODCA cited District agencies for not 
properly safeguarding PII prompted this 
review of the internal controls over the PII 
within the District government. 
 

What ODCA Found 
 
The following are the results of our review 
to determine whether necessary internal 
controls were in place to adequately protect 
PII collected and stored by selected 
agencies:   

 
 The District government lags behind the 

private sector in protection of PII. 

 The District does not have government-
wide policies and procedures for 
documenting PII.  

 Agencies do not de-identify PII across all 
divisions. 

 Some agencies do not conduct Privacy 
Impact Assessments. 

 Confidentiality policies and procedures 
are not always comprehensive, 
consistent across agencies or 
distributed to relevant employees. 

 PII security training was not consistent 
or conducted annually.  

 Not all end-user storage devices 
containing PII were encrypted. 

 Not all databases containing PII were 
encrypted.  

 Agencies have not developed PII 
incident response plans. 

For more information regarding this report, please 
contact Diane Shinn, Director of Communications, at 
diane.shinn@dc.gov or 202-727-3600. 

 

 

mailto:diane.shinn@dc.gov


Table of Contents 
 

 

Background .............................................................................................................................1 

 
Objectives, Scope, and Methodology ........................................................................................12 
 
Audit Results 
 

 The District government lags behind the private sector in protection of PII 
because it lacks a central governmental IT authority .......................................................14 

 
I. Identifying Information 

 The District does not have government-wide policies and procedures for  
documenting the identification of PII it collects  .............................................................16 

 
II. PII and Fair Information Practices 

 CFSA, DCHR, and DOES do not have policies that govern data collection ..........................18 

 CFSA, DCHR, and DOES do not de-identify PII across all divisions  ....................................18 

 CFSA and DCHR do not conduct Privacy Impact Assessments (PIA)  ..................................19 
 

III. PII Confidentiality Safeguards 

 Sampled agencies have written PII confidentiality policies and procedures 
but they are not always comprehensive, consistent across agencies or 
distributed to relevant employees .................................................................................20 

 CFSA, DCHR, and DOES security training was neither consistent  
nor done on an annual basis ..........................................................................................21 
 

IV. Other Security Measures 

 CFSA, DCHR, and DOES do not require that all end user storage devices be encrypted ......22 

 Not all CFSA, DCHR, and DOES databases are encrypted .................................................22 

 CFSA, DCHR, and OCTO have not developed an incident response plan............................23 
 
Audit Results Summary ............................................................................................................24 
 
Conclusion ...............................................................................................................................26 
 
Agency Comments ...................................................................................................................27 
 
Auditor’s Response to Agency Comments .................................................................................28 
 
Glossary of Terminology Used in This Report ............................................................................29 
 
Appendix I:  Office of the Inspector General Report Findings .....................................................30 
 
Appendix II:  Personally Identifiable Information (PII) Survey Questionnaire .............................32 



 
Appendix III:  PII Survey Results (compilation and by agency) ....................................................36 
 
Appendix IV:  SHRM Personal Identity Information (PII) Policy ..................................................51 
 
Appendix V:  Homeland Security Privacy Threshold Analysis (PTA) Form ...................................54 
 
Appendix VI:  Privacy Impact Assessment (PIA) .........................................................................55 



1 
 

 
                         The D.C. Government Must Improve Policies and Practices for the Protection of Personally Identifiable Information 

                                                    Office of the District of Columbia Auditor 
                                                    January 6, 2017 

 

 

DYRS Can  

Background 

 
The National Institute of Standards and Technology defines Personally Identifiable Information or PII as, 

“any information about an individual maintained by an agency, including (1) information that can be 

used to distinguish or trace an individual’s identity, such as name, Social Security Number (SSN), date 

and place of birth, mother’s maiden name, or biometric records1; and (2) any information that is linked 

or linkable to an individual, such as medical, education, financial, and employment information.”2  

Unauthorized access, use or disclosure of PII can seriously harm both individuals, by contributing to 

identity theft, blackmail, or embarrassment, or a government agency, by reducing public trust in the 

agency or creating legal liability. In June 2015, the U.S. Office of Personnel Management (OPM) 

discovered that the background investigation records of current, former, and prospective federal 

employees and contractors had been stolen. OPM and an interagency incident response team concluded 

with “high confidence” that sensitive information, including the SSNs of 21.5 million individuals, had 

been stolen from the background investigation databases. According to OPM this included 19.7 million 

individuals who had applied for a background investigation, and 1.8 million non-applicants, primarily 

spouses or co-habitants of applicants. Some records also included findings from interviews conducted by 

background investigators, and approximately 5.6 million included fingerprints. Usernames and 

passwords that background investigation applicants used to fill out their background investigation forms 

were also stolen.3    

Earlier in 2015, OPM discovered that the personnel data—full name, birth date, home address and 

SSNs—of 4.2 million current and former federal government employees had been stolen.4    

Locally, on January 5, 2016, Marc A. Bell, 49, a resident of Bowie, Md., pleaded guilty to federal charges 

for his involvement in a far-reaching identity theft and tax fraud scheme in which he assisted in the filing 

of fraudulent federal income tax returns seeking more than $4.4 million in refunds. He was later 

sentenced to four years in prison. From 2005 to 2013, Bell was employed at the D.C. Department of 

Youth Rehabilitation Services (DYRS). In his various capacities at DYRS, Bell had access to the agency’s 

database system, which contained the PII of DYRS youths, including their names and SSNs.5  

                                                           
1
 Biometric Record, as used in the definition of personally identifiable information means a record of one or more measurable 

biological or behavior characteristics that can be used for automated recognition of an individual. Examples include finger 
prints; retina and iris patterns; voiceprints; DNA sequence; facial characteristics; and handwriting. 
2
 National Institutes of Standards and Technology, U.S. Department of Commerce, Special Publication 800-122, “Guide to 

Protecting the Confidentiality of Personally Identifiable Information (PII)”, page 2.1  
3
  https://www.opm.gov/cybersecurity/cybersecurity-incidents/ 

4
 Ibid 

5
 U.S. Department of Justice press releases (Department of Justice, Office of Public Affairs,  January 5, 2016 and May 3, 2016) 

http://www.justice.gov/opa/pr/maryland-man-pleads-guilty-role-massive-identity-theft-and-tax-fraud-scheme 

 

http://www.justice.gov/opa/pr/maryland-man-pleads-guilty-role-massive-identity-theft-and-tax-fraud-scheme
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According to a 2010 D.C. Office of the Inspector General (OIG) Management Implication Report, the OIG 

observed numerous instances in which District agencies were not properly safeguarding sensitive 

employee, customer, and client information. Since February 2000, the OIG issued 17 reports that include 

findings on this matter. (See Appendix I) 

Earlier this year in a review of community-based services provided by DYRS, ODCA identified the 

potential for wrongful use of PII. The ODCA report recommended that DYRS restrict access to its case 

management system to protect against the potential for creating fraudulent entries and disbursements. 

During that audit period, a total of 345 staff at the agency had access to the database, which included 

enrollment records that serve as the basis for payments made to providers who work with individual 

committed youths. 

On September 2, 2010, the Office of the Inspector General (OIG) issued a Management Implication 

Report (MIR) to the Mayor entitled Safeguarding of Sensitive Employee, Customer, and Client 

Information in District Agencies: A Recurrent Failure.6 The MIR pointed out that since February 2000, the 

OIG had issued 17 reports that included findings of instances in which District agencies were not 

properly safeguarding sensitive information.     

Across the last three District administrations, the executive has failed to implement all of the 

recommendations issued by the OIG and the District Of Columbia Homeland Security Commission. 

The District of Homeland Security Commission found over all that “the lack of a senior executive level 

Chief Information Security Officer (CISO) hampered the ability of the District to establish and maintain a 

District-wide strategy and program to protect information management assets; that communication and 

coordination between District agencies and with private stakeholders needs to be strengthened; and 

that additional investments in cyber workforce education and training would enhance the overall 

cybersecurity preparedness and protection efforts of the District.”7 

The following two tables indicate the implementation status of the recommendations made by the OIG 

and the Homeland Security Commission.  

             

  

                                                           
6
 See Management Implication Report (MIR 10-I-001) entitled Safeguarding of Sensitive Employees, Customer, and Client 

Information in District Agencies:  A Recurrent Failure. Issued September 2, 2010.   
7
 See District of Columbia Homeland Security Commission 2013 Annual Report.  
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Recommendations Issued by the District of Columbia Office of the Inspector General 

 

          

  

Recommendation Of OIG Year Current Status 

Evaluate how easily collected PII can be used to identify 
specific individuals.   
 
 

2011 

Open/Not Implemented 

Collaborate  with the Office of the Secretary and the 
Office of Risk Management, and other District agencies 
as necessary (e.g. the Workforce Development 
Administration), to develop or recommend training on 
the promulgated information security policies and 
procedures 

2011 

Open/Not Implemented 

Direct agency heads to a) designate an information 
security official who will monitor the handling, 
maintenance, and proper disposal of sensitive 
information.  This official must also ensure that 
employees are trained on how to carry out these 
responsibilities; and   b) report semi-annually to the City 
Administrator and the District’s-Office of Risk 
Management regarding agency compliance with 
information security policies and procedures, any 
violations or deficiencies identified, and any planned or 
corrective actions to address these items.   

2011 

Open/Not Implemented 

Develop a mechanism to assess agency compliance with 
information security policies, procedures, and training 
requirements.  The mechanism should include annual 
and unscheduled inspections, and the results of these 
inspections should be reported to the City 
Administrator and the respective agency head with 
recommendations for improvement.  

2011 

Open/Not Implemented  
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Recommendations Issued by the District of Columbia Homeland Security Commission 

 

ODCA found that of the seven recommendations issued by the OIG and Homeland Security Commission, 

only one has been implemented. It should be noted that the CISO reports to the Chief Technology 

Officer and may not have either the bureaucratic independence or authority necessary to oversee city-

wide risk reduction efforts.    

The massive data breaches in the federal government, together with the instances in which the OIG and 

ODCA cited District agencies for not properly safeguarding PII, prompted this review of the internal 

controls over PII within the District government. 

Requirements, Recommendations, and Standards for Protecting PII 

Requirements for protecting PII depend on the type of data collected and are included in federal and 

some District agency-specific policies, procedures, and standards. Serving as a basis for many of the 

requirements are standards and recommendations established by the National Institute of Standards 

and Technology (NIST). NIST is responsible for developing standards and guidelines, including minimum 

requirements, for providing adequate information security for all federal agency operations and assets. 

NIST has published numerous reports that provide guidelines and recommendations for protecting the 

confidentiality of PII. OCTO references NIST in their written directives and guidelines issued to District 

agencies. 

NIST has identified minimum security requirements that cover 17 security-related areas for collecting 

and protecting PII. These include but are not limited to access control, awareness and training, audit and 

accountability, certification, accreditation, security assessments, incident response, physical and 

environmental protection, personnel security, impact level decisions, and impact response plans.  In 

short, there are considerable resources available to state and local governments to assist in developing 

policies for protection of PII, including the Resource Center for State Cybersecurity of the National 

Governors Association. 

Recommendations of Homeland Security Commission Year Current Status 

Issue a Cybersecurity Directive 2013 Open/Not  
Implemented 

Appoint a Chief Information Security Officer for the 
district 

2013 Implemented (This was 
implemented in 2016 
which was during our 
audit period) 

Develop a contingency plan for a potential scenario 
involving a catastrophic loss of electric power to the 
District 

2013 Open/Not 
Implemented  

https://www.nga.org/cms/statecyber
https://www.nga.org/cms/governors
https://www.nga.org/cms/governors
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We reviewed the following four key areas for protecting the confidentiality of PII and our survey results 

and a majority of findings are organized according to these key areas: 8  

Identifying PII 

Organizations should identify all PII residing in their environment including:  1) any information that can 

be used to distinguish or trace an individual‘s identity, such as name, SSN, date, and/or place of birth, 

mother’s maiden name, or biometric records; and 2) any other information that is linked or linkable to 

an individual, such as medical, educational, financial, and employment information. 

 

PII and Fair Information Practice 

Fair Information Practices encompass collection limitation, data quality, purpose specification, use 

limitation, security safeguards, openness, individual participation, and accountability. 

 

PII Confidential Safeguards 

There are two types of operational safeguards for PII protection: 1) policy and procedure creation; and 

2) education, training, and awareness. 

 

Other Security Measures 

Access controls for database, controls over physical documentation, impact level decisions, encryption, 
and incident response plans. 
 
We selected three agencies for review in addition to the Office of the Chief Technology Officer (OCTO):  
D.C. Child and Family Services Agency (CFSA); D.C. Department of Human Resources (DCHR); 
Department of Employment Services (DOES); and Department of Employment Services (DOES). The 
agencies and the information they collect are described in the section that follows. 
 

D.C. Office of the Chief Technology Officer 

According to the legislation creating OCTO in 1998, “the purpose of the Office is to centralize 

responsibility for the District government’s investments in information technology and 

telecommunications systems to help District departments and agencies provide services more efficiently 

and effectively. The code provision states that the office is to “develop and enforce policy directives and 

standards regarding information technology and telecommunications systems throughout the District 

government…”9   

OCTO is described on its website as the central technology agency of the District government. Its 

mission is to direct the strategy, deployment, and management of D.C. government technology by: 

 Developing, implementing, and maintaining the District’s technology infrastructure. 

                                                           
8
See “NIST Guide to Protecting the Confidentiality of Personally Identifiable Information (PII)”.  

9
 D.C. Code § 1-1401 and 1402. 

http://www.octo.dc.gov/
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 Developing and implementing major enterprise applications. 

 Establishing and overseeing technology policies and standards for the District. 

 Providing technology services and supporting District agencies. 

 Developing technology solutions to improve services to businesses, residents and visitors in all 
areas of District government.  

OCTO has established District-wide guidelines in the following areas: 

 Information Security Programs 

 IT Risk Management 

 Data Classification 

 Security of Sensitive Information 

 Cyber Security Incident Response 

 Physical Access Security 

 Access Controls 

 Email Use Policy 

 Landline Telephone and Mobile Electronic Communication Device Usage 

 Enterprise Mobile Device Management  

 Information System Audit and Monitoring Control 

 IT Remote Access  

Within OCTO the City Wide IT Security (CWITS) program is responsible for directing, managing and 

supporting the entire Cyber Security Program for the District government. Although OCTO, through the 

CWITS, is the central technology agency tasked with overseeing the District’s IT Cyber Security Program, 

today—according to OCTO officials—each District agency is responsible for developing its own security 

policies and procedures for the collection and protection of PII, as well as managing applications and 

databases that collect PII. OCTO provides vulnerability assessments to agencies for servers, endpoints, 

and applications through a fee-for-service program.   

ODCA found that OCTO has issued limited directives and/or guidelines to agencies with regard to the 

protection of PII. And OCTO officials have stated that District agencies are individually responsible for 

developing and implementing PII protection policies and procedures. Today OCTO does not monitor 

agencies to determine if policies governing PII have been written, updated, or properly implemented.   

D.C. Child and Family Services Agency 

The D.C. Child and Family Services Agency (CFSA) is the public child welfare agency responsible for 

protecting child victims and those at risk of abuse and neglect and assisting families. CFSA has four 

primary functions:  

 Receives and investigates reports of abuse and neglect 

 Assists families 

 Provides safe out-of-home care 

http://cfsa.dc.gov/
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 Works to re-establish permanent homes 

CFSA collects PII through hard copy investigative reports as well as the District of Columbia’s Statewide 

Automated Child Welfare Information System (SACWIS). The table below presents a list of PII CFSA 

collects and maintains to perform these functions. CFSA did not provide the number of individuals 

stored in this system.   

 

Source: CFSA
10 

                                                           
10

 The specific Biometric data collected by CFSA includes fingerprints used in FBI criminal background checks for prospective 
foster parents.   

List of PII Collect - Yes/No Maintain - Yes/No

Name Yes Yes

Home address Yes Yes

Social Security Number Yes Yes

Date of Birth Yes Yes

Place of Birth No No

Mother's Maiden Name No No

Biometric Records (finger prints; retina and 

iris patterns; voiceprints; DNA sequence; 

facial characteristics; and handwriting) Yes No

Medical Information Yes Yes

Educational Information Yes Yes

Financial Information Yes Yes

Employment Information Yes Yes

http://cfsa.dc.gov/page/facesnet-training
http://cfsa.dc.gov/page/facesnet-training
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D.C. Department of Human Resources 

According to its website, the D.C. Department of Human Resources (DCHR) is the human resource 

management service for the District government and its employees. DCHR’s mission is to provide 

“human resource management services that strengthen individual and agency’s performance and 

enable the District government to attract, develop and retain a well-qualified, diverse workforce.” DCHR 

has five divisions or business units that oversee eight applications and/or databases that are used to 

collect and store PII. The tables on this and the next page present some of the types of PII collected and 

maintained by DCHR, the name of the application, the business unit overseeing the system, whether the 

system is web-based or a desktop application, who maintains the system, and the number of individuals’ 

with PII stored in each application and/or database.   

PII Maintained by DCHR 

 

 

List of PII Collect - Yes/No Maintain - Yes/No

Name Yes Yes

Home address Yes Yes

Social Security Number Yes Yes

Date of Birth Yes Yes

Place of Birth No No

Mother's Maiden Name No No

Biometric Records (finger prints; retina and 

iris patterns; voiceprints; DNA sequence; 

facial characteristics; and handwriting) Yes No

Medical Information Yes Yes

Educational Information Yes Yes

Financial Information Yes Yes

Employment Information Yes Yes

Name of 
system/application 

Business 
unit 

Type Maintenance 
Number of 

individuals’ PII 
stored in system  

\\dchrfile\** [network 
drive] 

All Desktop DCHR 74 

FieldPrint (Compliance) 
PCA, 

Compliance 
Web based Vendor 169 

Filenet (Records) 
BOG-

Records 
Web based OCTO 21,770 

Kofax (Records) 
BOG-

Records 
Desktop OCTO 60 

National Drug Screening 
(Compliance) 

PCA, 
Compliance 

Web based Vendor 25 

PeopleSoft All Web based DCHR/OCTO 190,861 

http://dchr.dc.gov/
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Source:  DCHR

11 

D.C. Department of Employment Services 

According to its website, the D.C. Department of Employment Services (DOES) provides comprehensive 

employment services to ensure a competitive workforce, full employment, life-long learning, economic 

stability and the highest quality of life for all District residents. DOES has 12 divisions or business units 

that oversee 25 applications and/or databases that are used to collect and store PII. The tables on this 

and the following pages present the types of PII collected and maintained, the name of the application, 

the business unit overseeing the system, whether the system is web-based or a desktop application, 

who is responsible for maintenance of the system, and the number of individuals with PII stored in each 

application and/or database.   

PII Collected and Maintained by DOES 

 

  

                                                           
11 The specific Biometric data collected by DCHR includes fingerprints used in FBI background checks and DNA sequence is used 

in reference to urine samples.   

 

Collect - Yes/No Maintain - Yes/No

Name Yes Yes

Home address Yes Yes

Social Security Number Yes Yes

Date of Birth Yes Yes

Place of Birth Yes Yes

Mother's Maiden Name Yes Yes

Biometric Records (finger prints; retina and 

iris patterns; voiceprints; DNA sequence; 

facial characteristics; and handwriting) Yes Yes

Medical Information Yes Yes

Educational Information Yes Yes

Financial Information Yes Yes

Employment Information Yes Yes

QuickBase All Web based DCHR/OCTO 6 

SharePoint All Web based DCHR/OCTO 12 

FieldPrint (Compliance) 
PCA, 

Compliance 
Web based Vendor 169 

http://does.dc.gov/
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Name of 
system/application 

Business unit 
Web-based 
or desktop 
application 

Responsibility for 
maintenance  

Number of 
individuals’ 
PII stored in 
the system 

CCC 
ADJUDICATION AND 
HEARINGS DIVISION 
COMPENSATION BOARD 

Web DOES 7,033 

REA AMERICAN JOB CENTER Web DOES 50,829 

DCAS DHS Web DOES and OCTO 1 

CORE 

LABOR STANDARDS 
BUREAU OFFICE OF 
WORKER’S 
COMPENSATION 

Web DOES 334,930 

DOCS 
OFFICE OF 
UNEMPLOYMENT 
COMPENSATION 

Mainframe Vendor 356,852 

WEBS 
OFFICE OF 
UNEMPLOYMENT 
COMPENSATION 

Web Vendor 326,225 

BARTS 
OFFICE OF 
UNEMPLOYMENT 
COMPENSATION 

Web Vendor 104,072 

DCCC 
OFFICE OF YOUTH 
PROGRAMS 

Web DOES/OCTO 545 

SYEP 
OFFICE OF YOUTH 
PROGRAMS 

Web DOES/OCTO 37,649 

SCANNING APP 
OFFICE OF YOUTH 
PROGRAMS 

Web DOES/OCTO 37,649 

PF3 OYP/TEP/SCSEP Web DOES/OCTO 34,835 

TMS OYP/TEP/SCSEP Web DOES/OCTO 34,835 

PARTICIPENT 
PAYROLL 

OYP/TEP/SCSEP Web DOES/OCTO 31,695 

DEBIT CARTS OYP/TEP/SCSEP Web DOES/OCTO/CITI 34,692 

PARTICIPANT 
PAYMENTS 

OYP/TEP/SCSEP Web DOES/OCTO 31,695 

RECOVER 
UNEMPLOYMENT 
INSURANCE BENEFITS 

Web Vendor 
approx. 
15,000 

SIDES 
UNEMPLOYMENT 
INSURANCE BENEFITS 

Web DOES and SIDES   3,200 

DUTAS 
UNEMPLOYMENT 
INSURANCE TAX 

Mainframe Vendor N/A 

TAX INTRANET 
UNEMPLOYMENT 
INSURANCE TAX 

Web Vendor 1,854,204 
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UI TAX AUDIT 
UNEMPLOYMENT 
INSURANCE TAX 

Web DOES 2,440 

SDDS 
UNEMPLOYMENT 
INSURANCE TAX 

Web DOES 1,696,040 

ESSP 
UNEMPLOYMENT 
INSURANCE TAX 

Web Vendor 

All EAN – 
52,335          
All AGENTS - 
917 DISTINCT 
SSN – 
958,076 

VOS 
WORKFORCE 
DEVELOPMENT BUREAU 

Web Vendor 

Total 
433,994 
Individual 
423,107 
Employer 
10,887 

APPRENTICESHIP 
WORKFORCE 
DEVELOPMENT BUREAU 

Web DOES 22,810 

WOTC 
WORKFORCE 
DEVELOPMENT BUREAU 

Web Vendor 54,949 

Source:  DOES
12 

 

 

 

  

                                                           
12

The specific biometric data collected by DOES includes fingerprints used in FBI background checks; DNA sequence is used in 
reference to urine samples, and handwriting samples are used in reference to comparable signatures of documents signed by 
employees.   
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Objectives, Scope and Methodology  
 

Objective 

 
Our objective was to determine whether necessary internal controls are in place at the Office of the 

Chief Technology Officer and three sample agencies—CFSA, DCHR, and DOES—to adequately protect PII  

collected and maintained by the selected agencies.  

Scope  

The audit scope includes a review of internal controls and security policies and procedures related to the 

protection of PII, including security policies and procedures promulgated by OCTO and the three sample 

agencies. The period under review was FY 2015. Although our audit was focused on the three selected 

agencies, to ensure PII is properly protected across all District agencies, we direct our recommendations 

to the Mayor, OCTO, and all District agencies where applicable.   

Methodology  

To accomplish our audit objective, we performed the following steps: 

 Reviewed NIST recommendations in its “Guide to Protecting the Confidentiality of Personally 
Identifiable Information (PII),”13  “Minimum Security Requirements for Federal Information and 
Information Systems,”14 “Security and Privacy Controls for Federal Information Systems and 
Organizations,”15 and  “Computer Security Incident Handling Guide (Draft).”16 
 

 Reviewed United States Governmental Accountability Office (GAO) Standards for Internal 
Control in Federal Government and Control Activities Specific for Information Systems. 
 

 Reviewed relevant D.C. laws, codes, regulations, and District agency policies and procedures 
related to the protection of PII.  
 

 Reviewed recommendations and standards issued by the Society for Human Resource 
Management (SHRM). 
 

 Conducted an internal control survey on security practices related to the protection of PII. This 
survey tested for internal controls related to PII collection limitations, security safeguards, 
individual participation, accountability, policies and procedures, awareness, training, education, 
physical security, vendor/contractors/partners credentialing, access controls for databases, 

                                                           
13

 http://csrc.nist.gov/publications/nistpubs/800-122/sp800-122.pdf 
14

 http://csrc.nist.gov/publications/fips/fips200/FIPS-200-final-march.pdf 
15

 http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf 
16

 https://citadel-information.com/wp-content/uploads/2012/08/nist-sp800-61-draft-computer-security-incident-handling-
guide-2012.pdf 
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physical documentation, impact level decisions, and incident response plans.  We received 
completed surveys from 19 officials within the three sample agencies and the Office of the Chief 
Technology Officer. A copy of our survey can be found at Appendix II.  
 

 Conducted site visit observations of selected agencies and conducted interviews with relevant 
agency management and employees involved in managing the collection and maintenance of 
PII. 
 

 Reviewed recommendations from prior audit reports, evaluations or reviews regarding the 
protection of PII conducted by the District of Columbia Office of the Inspector General (OIG)17 
and District of Columbia Homeland Security Commission.18  

We conducted this performance audit in accordance with generally accepted government auditing 

standards. Those standards require that we plan and perform the audit to obtain sufficient, appropriate 

evidence to provide a reasonable basis for our findings and conclusions based on our audit objectives. 

We believe that the evidence obtained provides a reasonable basis for our findings and conclusions 

based on our audit objectives.  

                                                           
17

 See Management Implication Report (MIR 10-I-001) entitled Safeguarding of Sensitive Employees, Customer, and Client 
Information in District Agencies:  A Recurrent Failure, issued September 2, 2010.   
18

 See District of Columbia Homeland Security Commission 2013 Annual Report.   
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Audit Results 

 
ODCA found that because no one agency is responsible for developing and monitoring internal controls 

for the protection of PII, the District’s protection of PII is fragmented and its internal controls are weak.   

During this audit period, however, ODCA noted that the management of the sample audited agencies 

have taken the following steps and corrective actions to improve the internal control deficiencies in the 

protection of PII.  

 During August of 2016, OCTO began rolling out a city-wide security training program which they 
plan on having fully implemented during FY 2017. 
 

 In 2016, OCTO hired a new Chief Information Security Officer (CISO) which was recommended in 
the District of Columbia’s Homeland Security Commission’s 2013 Annual Report to establish and 
maintain a District-wide strategy and program to ensure the protection of information 
management assets and maintaining coordination with private sector counterparts. 
 

 OCTO is currently in the process of updating its many IT security policies including its Security 
Standards and Procedures Manual.  
 

 DCHR is currently reviewing the security training offered by the U.S. Department of Labor for 
possible inclusion in its training program. 
 

 DOES implemented an online training program in FY 2016, which it plans on rolling out in FY 
2017. 

The District government lags behind the private sector in protection of PII because it lacks a 

central governmental IT authority.   

According to the U.S. Department of Veterans Affairs Chief Information Officer (CIO), government IT 

systems are at increased risk to inside and outside threats because of the lack of centralized budget and 

operational authority over IT systems. The CIO states that “interconnected but decentralized networks 

are only as strong as their weakest link, and without centralized IT control to enforce visibility and 

security measures, we are going to remain completely open to risk.”19     

The District of Columbia Homeland Security Commission 2013 Annual Report also cited this as a finding, 

stating that “the District lacked a senior executive-level Chief Information Security Officer (CISO). At the 

time the District’s Chief Technology Officer (CTO) also served as the official CISO for the city.” OCTO 

created a CISO position within its agency that was filled in mid-2016. The Commission report goes on 

                                                           
19 https://gcn.com/articles/2011/02/24/va-cio-centralize-authority-to-improve-security.asp 

 

https://gcn.com/articles/2011/02/24/va-cio-centralize-authority-to-improve-security.asp
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further to state “there are no explicit CISO roles within any other District agency and the CISO position 

within OCTO would not have either the bureaucratic independence or authority necessary to oversee 

citywide risk reduction efforts.”   

The Commission report also pointed out that, “several agency officials expressed to the Commission 

that they were unsure of either their or OCTO’s official roles and responsibilities in combatting cyber 

incidents, including how, to whom, and when to report an incident.” During the course of our audit we 

found there is no central governmental authority responsible for: 

 Determining whether all relevant District agencies are adequately protecting PII.  
 

 Evaluating the policies and procedures established by District agencies to determine their 
adequacy.   

As previously stated, we found that OCTO provides basic general directives regarding the establishment 

of executive agency policies and procedures related to:  

 Information Security Programs 
 

 IT Risk Management 
 

 Data Classification 
 

 Security Sensitive Information 
 

 Cyber Security Incident Response Teams 
 

 Physical Access Security 
 

 Access Control  

However, OCTO currently does not monitor the policies and procedures developed by District agencies 

and does not know whether the agencies have in fact developed written policies and procedures to 

protect PII. According to a GAO Executive Guide on Information Security Management, without 

centralized management and oversight over IT security and protection of PII, a jurisdiction will not be 

able to spot trends, fully and effectively identify problem areas, and ensure that policies and 

administrative actions are handled on a consistent basis.  
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Recommendation:  The Mayor should designate a central governmental entity with sufficient 

executive authority to carry out District-wide IT security functions and establish policies and 

procedures.  

I. Identifying Information 

 
The District does not have government-wide policies and procedures for documenting the 

identification of PII it collects. 

OCTO also “requires all DC agency information to be identified, classified, protected, and managed from 

creation to disposal in a manner that ensures protection commensurate with the sensitivity and value of 

the information.”20   

As stated in NIST Special Publication 800-122, “an organization cannot protect what they do not know 

about.” Once an organization can identify what information it has and where it is located, it can use a 

risk-based approach to decide what needs protecting. Organizations should conduct an inventory to 

identify the types of PII collected, transmitted, and or/retained. Since a large number of District agencies 

handle some PII, the PII inventory should be District-wide. The process should include identifying where 

PII is stored, keeping in mind that:  

 Data may be stored in paper, electronic, or other formats. 
 

 It is not uncommon to have copies of the same information stored in multiple locations across 
an agency. 
 

 The same electronic data is typically stored in more than one location (e.g., system backups, 
emails) for disaster recovery purposes. 
 

 Portable storage devices containing PII should be stored securely to protect them from loss. 
 

 Some data may be in the possession of a third-party vendor (e.g., as the result of outsourced 
computer processing or system administration). 
 

 There are often official locations for data (e.g., PeopleSoft, PASS) and unofficial locations (e.g., a 
spreadsheet maintained by a Human Resources Advisor or Contract Administrator that contains 
employee SSNs or vendor Tax Identification Numbers). 
 

 PII collected in past years may be stored in remote, unsecured locations (e.g., boxes stored in a 
closet or basement, old databases). 
 

                                                           
20

See OCTO policy number 2010.3 
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 NIST also recommends that all agencies identify PII residing within the agency or under the 
control of the agency through a third party (e.g., a system being developed and tested by a 
contractor). NIST further recommends that agencies use a variety of methods to identify PII. 
Privacy Threshold Analyses (PTAs), also referred to as Initial Privacy Assessments (IPAs), are 
often used to identify PII.   
 

 PTAs are used to determine if a system contains PII and whether a Privacy Impact Assessment 
(PIA)21 should be conducted. PTAs are simple questionnaires completed by the system owner in 
collaboration with the data owner. An example of a U.S. Department of Homeland Security PTA 
template and guide can be found at Appendix V and at 
https://www.dhs.gov/sites/default/files/publications/privacy-dhs-pta-template-20140123.pdf 

We found that 21 percent of the respondents to the ODCA security practices survey indicated that their 

agency or division had no policies –or they were not aware of any policies—that govern the data 

classification or identification of PII. While 68 percent of agency staff indicated that their agency had 

policies governing data classification, ODCA determined that none of the three sample agencies could 

identify what PII they collected and why.   

CFSA, DOES, and DCHR did not have a method for documenting the identification of all PII residing 

within their applications or databases.  Additionally, interviewees in all divisions within DOES and DCHR 

were not aware of the methods for identification and documentation of collected PII. OCTO officials 

indicated that there is no single agency responsible for identifying PII within the District government.  

Without a single agency responsible for identifying all PII collected in the District, officials cannot be 

aware of all the personal information that is collected, whether this collection is necessary to carry out 

the mission of the individual agencies, or whether effective security policies and procedures are in place 

to protect the PII that is collected.   

Recommendation:  The Mayor should designate a central governmental agency to document 

all PII that is collected and stored across all District agencies 

 

Recommendation:  The Mayor should require that every agency, where applicable, conduct 

and document a Privacy Threshold Analysis and publish the results on its website.  

  

                                                           
21

 A Privacy Impact Assessment (PIA) is a decision tool used to identify and mitigate privacy risks that notifies the public: what 
Personally Identifiable Information  (PII) is collected; why the PII is being collected; and how the PII will be collected, used, 
accessed, shared, safeguarded and stored. 

https://www.dhs.gov/sites/default/files/publications/privacy-dhs-pta-template-20140123.pdf
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II. PII and Fair Information Practices 
 

CFSA, DCHR, and DOES do not have policies that govern data collection. 

NIST recommends that organizations minimize risk by limiting the use, collection, and retention of PII to 

what is strictly necessary to accomplish their business purpose and mission. In addition, NIST 

recommends that an organization regularly review its holdings of previously collected PII to determine 

whether the PII is still relevant and necessary for meeting the organization’s current business purpose 

and mission.   

During the course of the audit, ODCA found that CFSA, DCHR, and DOES do not have policies that 

establish specific limits on the collection of PII. Without these policies the District may be collecting 

unnecessary PII as well as retaining PII not necessary to accomplish the missions of its agencies. For 

example, CFSA collects SSNs for all employees and contractors with access to its web portal but could 

not explain the need for this information. Further, this information was retained after the employee or 

contractor no longer had active access to the portal.   

Recommendation:  District agencies should develop written policies that govern data 

collection based upon NIST guidelines or OCTO or another central governmental agency 

should accomplish this on behalf of all Executive Branch agencies.  

CFSA, DCHR, and DOES do not de-identify PII across all divisions. 

NIST recommends that organizations evaluate how easily the PII they collect can be used to identify 

specific individuals. Full data records are not always necessary to achieve an agency’s mission. 

De-identified information is records that have had enough PII removed or obscured so that the 

remaining information does not identify an individual and there is no reasonable basis to believe that 

the information can be used to identify an individual. This is a concern when displaying data on a 

computer screen or printing information in a report. This could also be a concern when providing back-

end database access to records. A common de-identification technique is the masking of all but the last 

four digits of a SSN, or masking the SSN completely.   

We found that CFSA, DCHR, and DOES do not consistently de-identify PII, such as SSNs, across all 

divisions. Not de-identifying PII on a consistent basis and where full identification is not required can add 

to the risk of a more serious breach if the information is compromised or hacked.  

Recommendation:  District agencies, where applicable, should develop written policies and 

procedures to evaluate how easily the PII they collect can be used to identify specific 

individuals and de-identify unnecessary information.  

  



19 
 

 
                         The D.C. Government Must Improve Policies and Practices for the Protection of Personally Identifiable Information 

                                                    Office of the District of Columbia Auditor 
                                                    January 6, 2017 

 

 

DYRS Can  

CFSA and DCHR do not conduct Privacy Impact Assessments (PIA).  

NIST recommends that a PIA be conducted to identify and mitigate privacy risks, including risks to 

confidentiality, within an information system. As mentioned, PIAs are structured reviews of how 

information is handled to:  1) ensure handling conforms to applicable legal, regulatory, and policy 

requirements; 2) determine the risks and effects of collecting, maintaining, and disseminating 

information in identifiable form in an electronic information system; and 3) identify and evaluate 

protections and alternative processes for handling information to mitigate potential privacy risks.  

PIAs analyze and describe the following information: 

 What information is to be collected. 
 

 Why the information is being collected. 
 

 The intended use of the information. 
 

 With whom the information will be shared 
 

 What opportunities individuals have to decline to provide information. 
 

 How the information will be secured. 
 

 What choices the agency made  

An example of a PIA template and guide can be found at Appendix VI and at https://www.nist.gov/nist-

privacy-impact-assessments 

ODCA found that neither CFSA nor DCHR conduct such assessments. Without a PIA or similar 

assessment, agencies cannot effectively analyze the PII they collect and may not be able to establish the 

most effective controls to protect PII.   

Recommendation:  The Mayor should require that all agencies, where applicable, conduct 

and document a PIA or similar assessment to mitigate privacy risks, and post the results of 

the assessment on their websites. 

  

https://www.nist.gov/nist-privacy-impact-assessments
https://www.nist.gov/nist-privacy-impact-assessments
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III. PII Confidentiality Safeguards  

Sampled agencies have written PII confidentiality policies and procedures but they are not 

always comprehensive, consistent across agencies or distributed to relevant employees. 

NIST recommends that organizations develop comprehensive policies for handling PII at the organization 

level, the program level, component level, and/or where appropriate, at the system level. Some types of 

policies include foundational privacy principles, privacy rules of behavior, policies that implement laws,  

and other mandates and system-level policies.  

NIST recommends that organizations should consider developing privacy policies and associated 

procedures for the following topics:   

 Access rules for PII within a system. 
 

 PII retention schedules and procedures. 
 

 PII incident response and data breach notification. 
 

 Privacy in the system development life cycle process. 
 

 Limitation of collection, disclosure, sharing, and use of PII. 
 

 Consequences for failure to follow privacy rules of behavior. 

NIST further states that if an organization permits access to or transfer of PII through interconnected 

systems the organization should implement the appropriate documented agreements for roles and 

responsibilities, restrictions on further sharing of the information, requirements for notification to each 

party in the case of a breach, minimum security controls, and other relevant factors.   

SHRM also has issued detailed guidelines, policies, and a template for establishing written security 

policies for PII. SHRM states that PII may reside in hard copy or electronic records, and both fall within 

the scope of this policy. These policies cover vendors, PII retention, PII training, PII audit, data breaches,  

and notifications. These policies also cover data access, data transmission and transportation, regulatory 

requirements, maintaining an employee hotline, confirmation of confidentiality, and rules surrounding 

violations of PII policies and procedures. A copy of the SHRM guidelines can be found at Appendix IV. 

Recommendation:  The Mayor should designate a central governmental IT agency to 

develop, distribute, and monitor agency-wide PII confidentiality policies and procedures. 
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CFSA, DCHR, and DOES security training was neither consistent nor conducted on an annual 

basis. 

Awareness and training are distinct activities, each critical to the success of privacy and security 

programs. Additional information on privacy education, training, and awareness is available in NIST 

Special Publication 800-50, Building an Information Technology Security Awareness and Training 

Program. Awareness efforts are designed to change behavior or reinforce desired PII practice to focus 

attention on the protection of PII. For PII protection, awareness methods include informing staff of new 

scams that are being used to steal identities, providing updates on privacy items in the news, such as 

government data breaches and their effect on individuals and the organization, providing examples of 

how staff members have been held accountable for inappropriate actions, and providing examples of 

recommended privacy practices.  

Training is intended to reduce the possibility that PII will be accessed, used, or disclosed inappropriately, 

and all individuals who have been granted access to PII should receive appropriate training and, where 

applicable, specific role-based training. Depending on the roles and functions involving PII, important 

topics to address may include:  the definition of PII; applicable privacy laws; regulations, and policies; 

restrictions on data collection, storage and use of PII; roles and responsibilities for using and protecting 

PII; and appropriate disposal of PII. 

This training also should discuss sanctions for misuse of PII, including:  recognition of a security or 

privacy incident involving PII; retention schedules for PII; and staff roles and responsibilities in 

responding to PII-related incidents and reporting.   

During the course of this audit ODCA found that: 

 None of the tested agencies had a training program during the scope of this audit (FY 2015) or in 
FY 2016. 
 

 During August of 2016, OCTO began rolling out a city-wide security training program which it 
plans on having fully implemented during FY 2017. 
 

 CFSA indicated it held security training during FY 2015 and FY 2016 but could not produce a 
curriculum or copies of said completed training. 
 

 DCHR is reviewing the security training offered by the U.S. Department of Labor for possible 
inclusion in its training program. 
 

 DOES developed an online program in FY 2016, which it plans on rolling out agency wide in FY 
2017.  

Recommendation:  The Mayor should direct that all agencies where applicable, to develop a 

consistent security training program that is conducted on an annual basis.  

http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-50.pdf
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-50.pdf
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IV. Other Security Measures 

DCHR, and DOES do not require that all end user storage devices be encrypted. 

An end user device is a personal computer (desktop or laptop), consumer device (tablet or smartphone), 

or removable storage media (USB flash drive, memory card, external hard drive, or writable CD or DVD) 

that can store information. Storage security is the process of allowing only authorized parties to access 

and use stored information.   

There are many threats to the confidentiality of information stored on end-user devices. To prevent 

unauthorized disclosure of information, particularly of PII, the information must be secured. NIST 

indicates that the primary security controls for restricting access to sensitive information stored on end-

user devices are encryption and authentication.   

We found that DCHR and DOES do not require that all government-issued laptops be encrypted with, for 

example, a full disk scan. Without proper encryption and authentication DCHR, DOES, and CFSA run the 

risk of a serious security breach from stolen devices containing PII.   

Recommendation:  The Mayor should require that all District-issued laptops and USBs that 

maintain PII are encrypted.  

Not all DCHR, and DOES databases are encrypted. 

NIST recommends that databases that can be accessed remotely should be encrypted. If the databases 

are not encrypted, another method of protection should be used, such as de-identifying PII to a level 

that does not risk a serious breach if accessed, or transparent data encryption.   

Transparent data encryption is designed to protect data by encrypting the physical files of the database, 

rather than the data itself. Its main purpose is to prevent unauthorized access to the data by restoring 

the files to another server. With transparent data encryption in place, access requires the original 

encryption certificate and master encryption key. 

We found that the CFSA, DCHR, and DOES databases can all be accessed remotely, some from personal 

computers. DOES officials indicated they are working on an encryption solution “which is a huge task 

which will affect some applications and their performance as most of the databases DOES uses are 

legacy systems. For all new application development, the data can be encrypted.” 

Not encrypting these databases places the PII of consumers and government workers at risk for hackers 

and dishonest employees who may access the database and transfer this information for inappropriate 

use.   

Recommendation:  The Mayor should direct that all agencies encrypt databases that contain 

PII or employ some other method to minimize the amount of PII data that can be accessed.  
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CFSA, DCHR, and OCTO have not developed an incident response plan. 

According to NIST’s Special Publication 800-61, security attacks frequently compromise personal and 

business data, and it is critical to respond quickly and effectively when security breaches occur. The 

concept of computer security incident response has become widely accepted and implemented. One of 

the benefits of having an incident response capability is that it supports responding to incidents 

systematically (i.e., following a consistent incident handling methodology) so that the appropriate 

actions are taken. Incident response helps personnel to minimize loss or theft of information and 

disruption of services caused by incidents. 

Another benefit of incident response is the ability to use information gained during incident handling to 

better prepare for handling future incidents and to provide stronger protection for systems and data. An 

incident response capability also helps with dealing properly with legal issues that may arise.  

Establishing an incident response capability should include the following actions: 

 Creating an incident response policy and plan. 
 

 Developing procedures for performing incident handling and reporting. 
 

 Setting guidelines for communicating with outside parties regarding incidents. 
 

 Selecting a team structure and staffing model. 
 

 Establishing relationships and lines of communication between the incident response team and 
other groups, both internal (e.g., legal department) and external (e.g., law enforcement 
agencies). 
 

 Determining what services the incident response team should provide. 
 

 Staffing and training the incident response team. 

Incident response helps personnel to minimize loss or theft of information and disruption of services 

caused by incidents.  

Recommendation:  The Mayor should direct all agencies to adopt and implement a written 

incident response plan and an incident/breach impact assessment that has been centrally 

created to address PII.   

  

http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
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Audit Results Summary 

 

This audit identified 11 recommendations that could prevent massive data breaches in the District 

government and enable the District to properly safeguard PII. What follows are summaries; for full 

explanations of recommendations please see the findings section above. 

Finding Recommendation 

The District government lags behind the private sector 

in protection of PII because it lacks a central 

governmental IT authority. 

 

 
1. The Mayor should designate a central governmental 

entity with sufficient executive authority to carry out 

District-wide IT security functions and establish 

policies and procedures. 

 

The District does not have government-wide policies 

and procedures for documenting the identification of 

PII it collects. 

 

2. The Mayor should designate a central governmental 

agency to document all PII that is collected and 

stored across all District agencies.  

3. The Mayor should require that every agency, where 

applicable, conduct and document a Privacy 

Threshold Analysis and publish the results on its 

website. 

 

CFSA, DCHR, and DOES do not have policies that 

govern data collection. 

 

 
4. District agencies should develop written policies that 

govern data collection based upon NIST guidelines or 
OCTO or another central governmental agency 
should accomplish this on behalf of all Executive 
Branch agencies. 

 

CFSA, DCHR and DOES do not de-identify PII across all 

divisions. 

 

 
5. District agencies, where applicable, should develop 

written policies and procedures to evaluate how 
easily the PII they collect can be used to identify 
specific individuals and de-identify unnecessary 
information. 
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CFSA and DCHR do not conduct Privacy Impact 

Assessments.  

 

 
6. The Mayor should require that all agencies, where 

applicable, conduct and document a Privacy Impact 
Assessment or similar assessment to mitigate privacy 
risks, and post the results of the assessment on their 
websites.  

 

 

Sampled agencies have written PII confidentiality 

policies and procedures but these policies are not 

always comprehensive, consistent across agencies or 

distributed to relevant employees. 

 

7. The Mayor should designate a central governmental 
IT agency to develop, distribute, and monitor 
agency-wide PII confidentiality policies and 
procedures. 

CFSA, DCHR, and DOES security training was neither 

consistent nor conducted on an annual basis. 

 
8. The Mayor should direct that all agencies where 

applicable, to develop a consistent security training 
program that is conducted on an annual basis. 

 

DCHR, and DOES do not require that 

all end user storage devices be encrypted. 
9. The Mayor should require that all District-issued 

laptops and USBs that maintain PII are encrypted. 

Not all DCHR and DOES databases are encrypted. 

 

 

10. The Mayor should direct that all agencies encrypt 

databases that contain PII or employ some other 

method to minimize the amount of PII data that can 

be accessed.  

 

CFSA, DCHR, and OCTO have not developed an 

incident response plan. 

 

 

11. The Mayor should direct all agencies to adopt and 

implement a written incident response plan and an 

incident/breach impact assessment that has been 

centrally created to address PII.   
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Conclusion 

 

Unauthorized access, use or disclosure of Personally Identifiable Information (PII) can seriously harm 

both individuals, by contributing to identity theft, blackmail, or embarrassment, or a government 

agency, by reducing public trust in the agency or creating legal liability. Massive data breaches in the 

federal government and the instances, in which the OIG and ODCA cited District agencies for not 

properly safeguarding PII, prompted this review of the internal controls over the PII within the District 

government. 

Requirements for protecting PII depend on the type of data collected and are included in federal and 

some District agency-specific policies, procedures, and standards. Serving as a basis for many of the 

requirements are standards and recommendations established by NIST. In conducting this review  ODCA 

relied on NIST in its “Guide to Protecting the Confidentiality of Personally Identifiable Information (PII),” 

“Minimum Security Requirements for Federal Information and Information Systems,” “Security and 

Privacy Controls for Federal Information Systems and Organizations,” and  “Computer Security Incident 

Handling Guide (Draft).” 

ODCA has provided 11 recommendations to the Mayor, OCTO, and the three sampled agencies to 

ensure that necessary internal controls are in place to adequately protect PII collected and stored by 

District agencies.  
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Agency Comments 

 

On November 22, 2016, ODCA sent a draft copy of this report to the D.C. Office of the Chief Technology 
Officer, D.C. Child and Family Services Agency, D.C. Department of Human Services, D.C. Department of 
Employment Services for review and written comment. ODCA received an Executive Office of the Mayor 
Response in writing on December 16, 2016, which is included here in its entirety.  
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GOVERNMENT OF THE DISTRICT OF COLUMBIA 
EXECUTIVE OFFICE OF THE MAYOR 

 

 

 
 

Office of the General Counsel to the Mayor 
 

 

To: Kathleen Patterson, DC Auditor 

From: Executive Office of the Mayor 

Date: December 16, 2016 

Re: Executive Office of the Mayor Response to “The D.C. Government Must Improve 

Policies and Practices for the Protection of Personally Identifiable Information” 

 

After reviewing the report entitled, “The D.C. Government Must Improve Policies and Practices 

for the Protection of Personally Identifiable Information,” the Executive Office of the Mayor 

(EOM) offers the following response and explanation of the steps taken to date, as well as the 

steps that EOM plans to take in the future to ensure the protection of PII.    

 

Introduction:  We agree that the protection of personally identifiable information – and 

computer security generally – is of the highest importance. 

 

Since her arrival earlier this year, OCTO’s Director quickly ascertained that the District lacked 

enterprise Information Technology (IT) management and the City-Wide Information Technology 

Security (CWITS) program was significantly deficient to meet district wide cybersecurity 

management, and immediately took steps to move OCTO and the District in the right direction.  

First and foremost, for security, the CTO expanded the role and scope of the Chief Information 

Security Officer (CISO) position and hired an expert to fill the CISO position in April.   

 

The CISO immediately started developing a Cybersecurity strategy for the District along with 

Senior Leaders in OCTO and engaging with agency Chief Information Officers (CIOs). OCTO 

has also hired a Manager to lead the development of the Security Operations Center to monitor 

and respond to cyber incidents. OCTO also recognized that in addition to managing 

cybersecurity, it is vital that the District establish a security baseline and measure compliance 

district wide – to formalize this effort – OCTO has hired a Governance, Risk and Compliance 

(GRC) manager to build up a GRC program to proactively improve policies, assess and control 

risk, conduct internal compliance assessments, coordinate support for external audits for OCTO 

and other agencies.  

 

With the pre-existing security engineers and new program leads, CWITS has already started 

making great strides in supporting agencies across the District. OCTO has access to other agency 

Directors and CIOs, and with the CTO’s sponsorship and access to the Mayor and City 

Administrator we have the required access and seniority to properly manage an effective 

cybersecurity program.  

 

Under the leadership of Director Deborah Carroll, the Department of Employment Services has 

set as one of its highest goals, “to maintain customer confidentiality and a secure environment 

for the handling of sensitive information.” The agency has committed significant resources and 
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increased bandwidth in order to enhance the security awareness program and upgrade technology 

services, especially in those program areas that require staff interaction with sensitive 

information.  

 

In January 2016, DOES established the Information Security Office (ISO) within the agency’s 

Operations Division. The mission of the ISO is to prevent, protect, mitigate and educate agency 

personnel and partners on how to appropriately manage data securely and identify the risks 

associated with DOES applications, Personally Identifiable Information (PII) and Federal Tax 

Information (FTI) data. This effort is advanced through agency security policies, information 

security awareness training program, supporting tools and guidance that empower agency staff to 

manage risk and prevent the unintentional, unlawful, or unauthorized disclosure, alteration, or 

destruction of information resources. 

 

The agency’s Information Security Officer (ISO) has developed a full-scale program to ensure 

that all program units are compliant with the agency’s Personally Identifiable Information (PII) 

and Federal Tax Information (FTI) policies and protocols.  To date, over 200 staff members and 

designated providers have completed the Security Awareness course module and agency 

confidentiality agreements.  This is one of first times the agency has embarked on such a 

targeted, full scale campaign to address the importance of proper handling of sensitive 

information. 

 

The ISO office has created and implemented an online security awareness curriculum which was 

completed and piloted via the DOES Learning Management System (LMS) in June 2016. This 

first phase included employees in: UI Benefits, UI Tax, Benefits Payment Control (BPC), 

Business Accuracy Measurement (BAM), Workforce Development, and Office of Information 

Technology (OIT). The agency is scheduled to conduct a full-scale launch of the DOES Online 

Security Awareness module to all employees in January 2017. This will assist with both internal 

and external annual training compliance requirements. 

 

Within the past fiscal year, numerous security polices and protocols have been developed in 

order to ensure that the DOES workforce, sister agencies, and community partners adhere to the 

mandated security compliance requirements. The newly created security policies/protocols cover 

the following areas: information technology acceptable use; data integrity; user account security; 

incident reporting; handling sensitive information; confidential systems management; system 

configuration/maintenance; access control; and service & system acquisition.  

 

The agency has also taken huge strides in the area of security education and protocol monitoring 

for organizations/units with internal and external oversight.  DOES is governed by external 

entities, due to the number of diversified programs who serve as legally mandated partners.  

Thus, DOES must adhere to various policies from a number of governing agencies to include 

the:  Office of the Chief Technology Officer (OCTO), Internal Revenue Service (IRS), 

Department of Labor (DOL), and Department of Health & Human Services (DHHS) 

 

Governing External Policies 

 IRS Publication 1075 

 OCTO Governing Policies 

o Information Security Program - OCTO 1013.1 

o IT Risk Management - OCTO 1050.2 

o Internet Access and Use Policy - OCTO 2002.2 
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o Password Management Policy - CTO 2003.2 

o Data Classification Policy - OCTO 2010.3 

o Security Sensitive Information Policy - OCTO 2011.1 

o Person or Entity Authentication Policy - OCTO 2013.0 

o Cyber Security Incident Response Team Policy - OCTO 2020.0 

o Physical Access Security Policy - OCTO 2030.2 

o Public Key Infrastructure Policy - OCTO 2053.0 

o Virtual Private Network Policy (VPN) - OCTO 2060.2 

o Information System Change Control Policy - OCTO 3010.2 

o Access Control Policy - OCTO 4001.2 

o Network Access Policy - OCTO 4001.3 

o Information System Audit and Monitoring Control Policy - OCTO 4002.2 

o Email Use Policy - OCTO 4040.2 

o IT Remote Access Policy - OCTO 4060.2 

o Landline Telephone and Mobile Electronic Communications Device Usage - 

OCTO 7005.1 

o Enterprise Mobile Device Management Policy - OCTO 7006.1 

  DOL Governing Policies 

 Office of Child Support Enforcement –National Directory of New Hires Data (NDNHD) 

 

Along with remaining in compliance with above policies, DOES is on a regular audit cycle with 

both the DOL and IRS. The ISO office with input for the various DOES departments has 

responded to all these audits. 

 

With the establishment of the Information Security Office (ISO), the ISO has consolidated all 

information security functions and projects into one department that consist of the following: 

 Review/updating  policies and procedures 

 Security awareness training 

 Incident response 

 Disaster recovery  

 Audit/CAP support and responses 

 Background checks procedures (IRS Pub. 1075)   

 Data Sharing – Ensuring that all PII information exchanged is protected. 

 Secure FTO sites  

 Signing of Acknowledgement of Ethical Responsibility and Data Confidentiality 

agreement annually  

 Vulnerability Assessment 

 Penetration Testing and Remediation 

 

DOES has implemented the following reoccurring protocols: Security Policies and Procedures 

regarding the handling of PII and FTI data which are reviewed and updated every two years; 

Unemployment Insurance (UI) application(s) and database(s) vulnerability assessment and 

penetration testing conducted bi-weekly; USB ports deactivation in areas that handle FTI data 

(UI Tax and Benefit Payment Control); and DOES Clean Desk Policy and checklist. 

 

DOES remains committed to continuing to strengthen and enhance this vital area of security with 

the ultimate goal of creating a secure environment.  Throughout FY16-FY17, DOES is expected 

to implement several additional programs and initiatives: agency wide email encryption 
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software; Agency Security Risk Assessment which will be conducted every 18 months; an 

agency wide vulnerability assessment and penetration testing; and the agency wide disaster 

recovery plan. 

 

Specific Responses:  Below are the EOM and individual agency responses to the specific 

recommendations within the report. 

 

Recommendation 1 

a) District agencies including CFSA, DOES and DCHR should develop written policies 

that govern data collection based upon NIST guidelines, or, alternatively, OCTO or 

another centrally designated agency should accomplish this on behalf of all 

Executive Branch agencies. 

 

Response:   

 

OCTO agrees with the 2
nd

 half of the recommendation, and indeed OCTO already has the 

authority pursuant to D.C. Official Code § 1-1401, et. seq. and publishes policies based 

upon National Institute of Standards and Technology (NIST) guidelines for the entire 

District.  Shortly after her arrival, the CTO directed a comprehensive policy review in 

April 2016, and the new Chief Information Security Officer  and the Governance, Risk 

and Compliance Manager are currently updating policies to be more comprehensive, 

better align with new regulations and NIST standards, include roles and responsibilities, 

and provide a means of monitoring and enforcement.  New policies have been 

coordinated and shared with agency CIOs for awareness, feedback, and enforcement 

support.  OCTO will conduct annual reviews and periodic updates as required. 

 

In addition, the GRC team is already starting to develop and build the three pillars of 

their program. The risk program will implement a systems authorization process in which 

system and data owners (aka agencies) will be required to classify and categorize their 

data and systems, and select and implement security controls.  OCTO will then assess 

those controls and submit the system authorization package for approval.  Once an 

Authorization to Operate (ATO) is granted, each system will be plugged in for 

continuous monitoring by the Security Operations Center, engineers, and compliance 

team with periodic vulnerability scans and patching. Any agency Director that cannot 

comply with established policy and standards must request a waiver, and sign for the 

acceptance of risk to their agency and its data. This will meet all the recommendations for 

the classification and categorization of electronic data with centralized management; 

Privacy Threshold Analysis (PTA); Privacy Impact Analysis (PIA); centralized 

documentation; hard drive, database, transmission encryption; and other security 

measures.   

 

DOES agrees that its existing polices and practice should align with the NIST standard. 

 

 

Recommendation 2 

a) The Mayor should designate a central agency or task force to document all 

Personally Identifiable Information that is collected and stored today across all 

District agencies. 
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b) The Mayor should require that all agencies conduct and document a Privacy 

Threshold Analysis and place this information on their website. 

 

Response:  

 

The question of what management structures might best protect personally identifiable 

information is under consideration at EOM.   

 

Soon to be released, though, is the district’s Data Policy.  The draft version circulated on 

Drafts.dc.gov, however, establishes a system whereby datasets are classified for 

openness, and privacy considerations are included within the proposed data policy.   

It is expected that the Mayor will require agencies to conduct examinations of their data 

for possible release, which will necessarily encompass privacy concerns.  See, 

https://drafts.dc.gov/docs/draft-open-data-policy. 

 

In the absence of a central Chief Privacy Officer or other similar authority, OCTO has 

taken the lead as the central agency to document all PII collected and stored across the 

District as part of the systems authorization process noted in response #1 above.  OCTO 

has assumed this role pursuant to D.C. Official Code §1-1401, et. seq. OCTO is hiring a 

Systems Authorization Lead to develop, implement, and manage the process and is also 

procuring a GRC product called “Archer” to facilitate the process.  

 

In addition, OCTO is looking to hire or assign the IT privacy role to an existing legal 

counsel role within OCTO that would work closely with a Chief Privacy Officer that 

would be housed in the Executive Office of the Mayor (EOM). This is so that OCTO can 

help ensure privacy from a technical perspective that aligns with the overall privacy goals 

of the administration.  The reason why the Chief Privacy Officer should not be with 

OCTO is because sensitive information exists both in and out of IT, and OCTO does not 

have sufficient authority to govern anything external to IT.  The privacy policies should 

be comprehensive enough and with the proper authority to cover the collection, storage, 

handling, transmission, and destruction of the information whether it is in electronic 

format, paper, or individual knowledge. However, while broad in scope, these policies 

should be shallow in depth, primarily driving high-level requirements, actions, and 

breach reporting.  OCTO will then publish and enforce supporting and aligned policies 

for the protection of PII and other personally sensitive information within government IT.  

DCHR and other agencies can then publish supporting and aligned policies, if needed, to 

govern protection of personal information outside of IT, for personnel and disciplinary 

actions, and/or for unique circumstances only found within their agency (as long as it is 

more restrictive, and not less restrictive than the policies from the Privacy Officer and 

OCTO). The Privacy Officer can post completed Privacy Impact Analysis (PIA) reports 

to their webpage similar to that which is found at Department of Homeland Security 

(https://www.dhs.gov/privacy-impact-assessments). This will meet all the 

recommendations for a clear and centralized policy authority and documentation, with the 

proper organizational placement to cover the entire scope of personally sensitive 

information, and with aligned support from OCTO and other agencies. 

 

 

DOES agrees with this recommendation.  DOES will allocate the required resource(s) in 

supporting this effort to ensure that a full Privacy Threshold Analysis (PTA) is created, 

https://www.dhs.gov/privacy-impact-assessments)
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conducted, documented and published.   

 

DCHR also agrees with this recommendation and will defer to OCTO on how to proceed.  

However, DCHR notes that they should be a part of any task force as DCHR is 

responsible for collecting a lot of PII data.   

 

CFSA believes that this can be done by an outside central agency, but should also be 

done by each individual agency.  This information should be revisited quarterly to be sure 

that no changes +/- have happened between quarters in the collection of PII.  

 

Recommendation 3  

a) The Mayor should consider designating a central entity with sufficient executive 

authority to carry out District wide IT Security functions and establish policies and 

procedures across the government 

b) The Mayor should provide the central entity with ready and independent access to 

senior executives.  

 

Response:  

OCTO has sufficient authority per current legislation, (D.C. Official Code § 1-1401, 

et. seq.) to carry out District-wide governance which implicitly includes IT security.   

Also, see Response to Recommendation number 2 above. 

 

CFSA believes that this task should be done on an agency level, but continually 

audited yearly by an outside third party not connected to CFSA.  After the audit has 

been completed and reviewed by the CFSA leadership team for clarification, an 

agreed upon time to resolve should be reached.  After the material weakness or 

control deficiency has been addressed, it should be audited again to confirm.   

 

Recommendation 4  

a) CFSA, DCHR and DOES (or OCTO on their behalf) should develop written 

policies and procedures to evaluate how easily PII they collect can be used to 

identify specific individuals and de-identify unnecessary information. 

 

Response:   

 

OCTO will work with the Chief Privacy Officer to craft IT policies, and then work with 

agency CIOs to implement and enforce these policies. 

 

DOES agrees with this recommendation.  DOES will conduct application systems 

analysis to determine what PII information can be masked (for systems that are not 

already doing so) when displayed on computer screens.  Current DOES policies will be 

updated to reflect such changes. 

 

Recommendation 5  

a) The Mayor should require that all agencies including CFSA and DCHR conduct 

and document a Privacy Impact Assessment or similar assessment to mitigate 

privacy risks.  Agencies should also post the results on their website.  

 

Response: 
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EOM agrees that assessments should be undertaken but takes limited objection to 

requiring the posting of such assessments.  Publicizing any remaining systematic 

weaknesses is a bad idea regarding internet security.   

 

OCTO agrees with this recommendation in that all agencies should conduct their own 

privacy impact assessment.   All PIAs should be published on a publically accessible web 

page provided by the District Chief Privacy Officer.   

 

DCHR agrees with this recommendation.  However, DCHR does not wish to publish the 

results on their website, as they believe this would constitute publishing DCHR’s privacy 

risks and could lead to the potential misuse of that information.   

 

 

Recommendation 6  

a) The Mayor should designate a central agency or task force to develop, distribute, 

and monitor agency wide Personally Identifiable Information confidentiality 

policies and procedures.  

 

Response: 

 

OCTO agrees with this Recommendation.  Two of OCTO’s primary statutory mandates 

include overseeing responsibility for the “District government’s investments in 

information technology” and developing and enforcing policy directives and standards.  

By implication, OCTO bears responsibility for developing and enforcing PII policies 

from a technological standpoint.  Thus, OCTO is the designated central agency for 

supporting the District’s efforts to develop and monitor agency wide PII confidentiality 

policies and procedures.   

 

See also Response to Recommendation number “2” above. 

 

DCHR believes that OCTO should draft the initial policies.  DCHR can then roll out the 

policies though the electronic District personnel manual which is published on the DCHR 

website.  DCHR believes that OCTO should monitor agency compliance, although 

DCHR can assist.   

 

CFSA believes that this task should be done on an agency level, but continually audited 

yearly by an outside third party not connected to CFSA.  After the audit has been 

completed and reviewed by the CFSA leadership team for clarification, an agreed upon 

time to resolve should be reached.  After the material weakness or control deficiency has 

been addressed, it should be audited again to confirm.   

 

 

Recommendation 7 

a) The Mayor should direct that all agencies, including DOES, DCHR and CFSA, 

develop a consistent security training program that is conducted on an annual basis. 

 

Response:  
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This recommendation is under consideration at EOM.  But in many respects, this 

recommendation is already underway:  DCHR is currently working with OCTO to: 

(1) roll out cybersecurity training at New Employee Orientation.  DCHR is 

hopeful to launch this initiative in January. 

(2) Roll out the training District wide.  DCHR will need to work with OLRCB to 

determine the impact, if any, on labor union members.  DCHR is developing 

an implementation plan for District-wide roll out with OCTO.  

 

OCTO recognizes that insider threats, intentional or not, is the greatest risk to our 

network. Users are known to click on links and open attachments in emails from people 

they don’t know, potentially opening a malicious script that can install a virus, 

trojan/rootkit to take control of the computer and/or steal data, or ransomware to prevent 

access to data on a government computer.  In addition, some users bring their personal 

computers to work, which may not have adequate protections in place, and connect to the 

network.  This provides an opportunity for any malware on their personal computer to 

spread to the government network.   

 

Several technical controls, technologies, and procedures have been implemented to 

mitigate this risk.  However, the human element will remain as the weakest link.  To 

address this residual risk, OCTO has [1] Rolled out cybersecurity awareness training and 

a Phishing exercise to reinforce the training throughout OCTO. [2] Currently working 

with DCHR to roll out the training and exercise District wide. [3] We are working on a 

communications strategy to push greater awareness for PII and cybersecurity throughout 

the District - FY17 and FY18.  This will meet the recommendation for awareness 

training. 

 

DOES currently operates a training and performance standard for training PII.  DOES has 

developed and administered several security awareness and sensitive data handling 

trainings since 2011 to staff who handle PII.  These personnel include: Unemployment 

Insurance (UI) Benefits, UI Tax, Benefit Payment Control (BPC), Benefit Accuracy 

Measurement (BAM), and OIT.  Some of these sessions were held in classroom settings 

and others were administered by division supervisors.  In 2015, the training and 

acknowledgement materials were converted into the Quickbase online application and 

targeted population did participate.  Reports are available from the Quickbase 

application. 

 

DOES has since moved this training to an online Learning Management System (LMS) 

and created a full Security Awareness Curriculum in coordination with the IRS, which 

was completed June 2016.  The Security Awareness training contains two (2) separate 

courses: 

 Federal Tax Information (FTI) Awareness 

 Safeguarding PII 

Each course requires a 90% passing score and is an annual requirement. 

DOES personnel from UI Benefits, UI Tax, BPC, BAM, Workforce, and OIT have been 

enrolled and are in progress of completing the Security Awareness training. During FY 

2016 Q4, 72 employees enrolled for the training, 61 completed and attained a passing 

score, and 11 employees were in the process of completing training.   DOES will 

formally rollout the security training to all agency personnel in January  2017. 
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Recommendation 8 

a) The Mayor should direct that DOES, DCHR and CFSA and other agencies ensure 

that all agency-issued laptops and USB that maintain Personally Identifiable 

Information are encrypted. 

 

Response:  

 

The Administration agrees that all agency issued laptops and USBs that maintain PII 

should be encrypted; implementation of policies to achieve this is underway.  

Specifically, OCTO rolled out full disk encryption (FDE) for all OCTO laptops in August 

2016, which has been successful.  OCTO briefed all agency CIOs that FDE is available 

upon their request, but it will require each agency to purchase the required number of 

licenses. OCTO is working with the CA’s office to adequately fund this project to ensure 

completion by the end of FY18. 

 

Currently, DOES encrypts laptops that are used in the field by UI TAX examiners, which 

contain FTI and PII information.  All information copied from those laptops via USB is 

encrypted.  DOES will work with Office of Chief Technology Officer (OCTO) to explore 

and implement a cost effective solution for encrypting all agency laptops that contain PII.  

 

DCHR is working with OCTO to have encryption (“Endpoint”) added to all agency-

issued laptops, tablets, and other devices.  DCHR plans to implement this as soon as 

possible.  

 

 

Recommendation 9  

a) The Mayor should direct that CFSA, DCHR and DOES and other agencies encrypt 

their databases that contain PII or employ some other method to minimize the 

amount of PII data that can be accessed via the databases. 

 

Response:   

 

OCTO agrees with this recommendation.  Depending on the various agency databases 

and applications, funding for software upgrades may be required and coordinated with 

supporting vendors and developers.  

 

 

DOES encrypts Social Security Numbers and bank account numbers stored in databases 

related to unemployment insurance.  Given the large number of databases that DOES 

applications interact with, full database encryption across the spectrum would cause 

DOES application response times to be significantly slower.  DOES is currently looking 

at encrypting databases on a column level where PII resides, as well targeting 

components that are most critical. 

 

DCHR defers to OCTO.  DCHR is the business owner of PeopleSoft, the Human 

Resources Information System database; however, OCTO owns the database and would 
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be the agency to add the encryption.   

 

 

Recommendation 10 

a) The Mayor should direct CFSA, DCHR, DOES and DCHR and other agencies to 

develop a written incident response plan and an incident/breach impact assessment 

that address PII. 

 

Response:   

 

 

Through OCTO, having a written incident response plan and incident/breach assessments 

are current policy and the policy is being refreshed already.  As with several 

recommendations the auditor makes, the government has appropriate policies in place; 

the question is whether they are fresh, and well-known to all agency personnel and 

whether they’re enforced and monitored sufficiently. The Mayor is committed to 

ensuring awareness of all protocols involving privacy and personally identifiable 

information and adherence to them throughout the government. 

 

OCTO agrees with this recommendation.  OCTO has already begun updating the District 

cyber incident response plan which was last published in 2002.  OCTO expects to publish 

the updated version across the District by January 2017.  Agencies will only be required 

to develop their own internal incident response plan for local procedures to integrate with 

OCTO’s over-arching process. 

  
Currently, DOES has a Security Incident Reporting and Response Plan, which was 

submitted to the DC Auditor.  DOES will allocate the appropriate resource(s) towards 

conducting a full scale Privacy Impact Analysis (PIA), across all platforms associated 

with PII.   

 

DCHR agrees with this recommendation and will develop its own, fresh incident 

impact/breach assessment plan.   
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Auditor’s Response to Agency Comments 

 

ODCA greatly appreciates the detailed comments from the Executive Office of the Mayor and Executive 
Branch agencies, and are particularly pleased with the comment that all respondents agree that the 
protection of PII—and computer security in general—is of the highest importance. Note:  The 
administration’s response re-numbers the first four recommendations. 
 
Further, we welcome the administration’s apparent general concurrence with the goals of our 11 
recommendations. We are also pleased to note that the administration has begun implementing some 
of our recommendations, particularly that they have expanded the role and scope of the newly hired 
Chief Information Security Officer, and have hired a Governance, Risk and Compliance manager to 
proactively improve policies, access and control risk, conduct internal compliance assessments, and 
coordinate support for external audits for OCTO and other agencies.   
  
With regard to our first recommendation, that the Mayor designate “a central entity with sufficient 

executive authority to carry out District-wide IT security functions and establish policies and procedures 

across the government,” the administration responds that “OCTO has sufficient authority” to carry out 

District-wide governance.  We concur with this reading of the D.C. Code.  At issue, however, has been 

whether the executive requires or permits OCTO to use its statutory authority in terms of providing 

direction to other executive branch agencies.  There is a degree of inconsistency throughout the 

administration’s response with regard to OCTO’s role that mirrors ODCA’s findings with regard to the 

lack of consistent policy and practice across the government.   

For example, despite noting OCTO’s statutory authority, in the response at the top of page 5 the 

administration writes: “the question of what management structures might best protect personally 

identifiable information is under consideration at EOM [the Executive Office of the Mayor].” Further, the 

administration’s response indicates that a new Chief Privacy Officer will be housed within the EOM, 

while OCTO will “publish and enforce supporting and aligned policies.” Although the response claims 

“this will meet all the recommendations for a clear and centralized policy authority and documentation” 

it leaves unclear the respective authorities of the Chief Privacy Officer and OCTO.   

With regard to Recommendation #8 concerning a “consistent security training program” the 

administration states: “This recommendation is under consideration at EOM” and “in many respects this 

recommendation is already underway.”  

We appreciate the series of assurances provided that the administration concurs with and will adopt 

these recommendations. We look forward to documenting the success of the new initiatives described 

and to monitoring the procedures cited in the agency response during the course of our ongoing 

compliance reviews. 
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Glossary of Terminology 

 

 

Application 

An application, or application program, is a software program that runs on a computer. Web browsers, 

e-mail programs, word processors, games, and utilities are all applications. The word "application" is 

used because each program has a specific application for the user. 

Biometric records 

Records of measurable biological or behavioral characteristics that can be used for automated 

recognition of an individual. Examples include fingerprints, retina and iris patterns, voiceprints, DNA 

sequence, facial characteristics, and handwriting. 

Encryption 

The most effective way to achieve data security, usually involving access to a secret key or password 

that enables the user to access the data, or decrypt it. 

Endpoint 

An endpoint device is an Internet-capable computer hardware device on a TCP/IP network. The term 

can refer to desktop computers, laptops, smart phones, tablets, thin clients, printers or other specialized 

hardware. 

Enterprise application 

A large software system platform designed to operate in a corporate environment such as business or 

government.  

Server 

A computer or computer program that manages access to a centralized resource or service in a network. 

TCP/IP network 

A suite of communications protocols used to interconnect network devices on the Internet. 

Vulnerability assessment 

A process that defines, identifies, and classifies the security holes (vulnerabilities) in a computer, 

network, or communications infrastructure.  
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Appendix 1 

 

OIG Report Findings 

(February 2000 – April 2010) 

1. Inadequate safeguarding of case files with sensitive and legal information within DHS’ Adult 

Protective Services. (Report date: April 2010. Agency: DHS) 

2. EEO records improperly stored. (Report date: Feb. 2010. Agency: PSC ) 

3. Lack of security of videotapes, case records with juvenile arrest, and child abuse information 

within MPD’s Youth Investigations Division. (Report date: Sept. 2009. Agency: MPD) 

4. Inadequate safeguarding of sensitive information of D.C. government employees and 

retirees. (Report date: May 2009. Agency: DCHR) 

5. Inadequate protection of Patient Care Records within the Ambulance Billing unit. (Report 

date: March 2009. Agency: FEMS) 

6. Students’ clinical records not properly controlled and maintained. (Nov. 2008 Report) 

7. Inadequate security of sensitive information of applicants for alcoholic beverage for 

alcoholic beverage licenses. (Report date: Aug. 2008. Agency: DMH) 

8. Official Personnel Files not transported in a secure manner. (Report date: May 2008. 

Agency: ABRA) 

9. Release of sensitive information during an ongoing investigation. (Report date: Dec. 2007. 

Agency: DCHR) 

10. File room containing tuition applications with Social Security numbers not secure. (Report 

date: July 2007. Agency: DCRA) 

11. Security deficiencies in handling licensing documents: no written security procedures for 

photo ID badges; business license applications not properly filed and stored. (Report date: 

Sept. 2006. Agency: SEO) 

12. Improper release of school employees’ Social Security number via a FOIA request. (Report 

date: Aug. 2006. Agency: DCRA) 
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13. Disclosure of clients’ Social Security numbers on Incident Report forms. (Report date: July 

2006. Agency: DCPS) 

14. Case records containing private, sensitive, vital personal information not properly secured, 

stored in areas of uncontrolled access. (Report date: Sept. 2003. Agency: MRDDA) 

15. Inmate records handled insecurely; quality control lacking within Department of 

Corrections’ Central Detention Facility. (Report date: Oct. 2002. Agency: OCME) 

16. Confidential patient records thrown in trash without shredding. (Report date: July 2000. 

Agency: DOC) 

17. Cards containing identifying personal information for driver’s license and ID cards not 

securely maintained; voters registration forms with personal information not securely 

maintained; discarded applications and forms with DMV customers’ personal information 

put in regular trash containers without shredding; no secure, restricted access to and 

storage of title documents, validation stickers, registration cards, license plates, inspection 

stickers, and residential parking permits. Workstations that dispensed these instruments 

was vulnerable to unauthorized access. (Report date: Feb. 2000. Agency: DMV) 
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Appendix II 

 
Personally Identifiable Information (PII) Survey Questionnaire 

PII Survey Questionnaire Yes/No 

    

I - Identifying PII   

1. Does your agency/division have policies that govern data classification (identifying 
PII)? 

  

    

II - PII and Fair Information Practice   

  Collection Limitation:   

1. Does your agency/division have policies that govern data collection (limits to 
collection of personal data)? 

 

2. Was the data obtained within your agency/division with the knowledge or consent 
of the data subject? 

 

  Security Safeguards:  

1. Does your agency/division DE-Identifying PII?  

  Individual Participation:  

1. Can an individual contact the organization/division to determine what data should 
the organization have and store? 

 

  Accountability:   

1. How does your agency/division ensuring PII is handled according to organizational 
policy? (Please indicate in comments) 

  

2. Has your organization conducted a Privacy Impact Assessment (PIA)? 
 The following are some topics that are commonly addressed through the use of a PIA: 
    ● What information is to be collected 
    ● Why the information is being collected  
    ● The intended use of the information 
    ● With whom the information will be shared 
    ●  How the information will be secured 
    ● What choices the agency made regarding an IT system or collection of 
information as a result of performing the PIA. 

 

    

III - PII Confidentiality Safeguards   

  Policies and Procedures:   

1. Does your agency/division have policies that govern data access, use, and 
disclosure?   
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2. Does your agency/division have policies that govern data retention?   

3. Does your agency/division have policies that govern data deletion and destruction 
(truncate and/or mask PII)? 

  

4. Does your agency/division have policies that govern breach response and 
notification? 

  

5. Are PII and privacy policies consider as part of the system development life cycle?   

6. Are there consequences for employees that do not follow policies and procedures 
regarding the protection of PII? 

  

    

  Awareness:    

1. Are privacy and information security policies communicated to employees on a 
regular basis? 

 

2. Does your agency/division send out regular privacy reminders to its employees?  

    

  Training: 
To reduce the possibility that PII will be accessed, used, or disclosed inappropriately, 
all individuals that have been granted access to PII should receive appropriate training 
and, where applicable, specific role-based training. Depending on the roles and 
functions involving PII, important topics to address may include: 
-- The definition of PII 
-- Applicable privacy laws, regulations, and policies 
-- Restrictions on data collection, storage, and use of PII 
-- Roles and responsibilities for using and protecting PII 
-- Appropriate disposal of PII 
-- Sanctions for misuse of PII 
-- Recognition of a security or privacy incident involving PII 
-- Retention schedules for PII 
-- Roles and responsibilities in responding to PII-related incidents and reporting.   

  

1. Does your agency/division require annual mandatory training for all employees on 
privacy? 

  

2. Does your agency/division require annual mandatory training for all employees on 
information security? 

  

3. Does your agency/division require annual mandatory training for record retention 
and deletion? 

  

4. Are employees required to pass each training program with a certain percentage of 
questions answered correctly? 

  

5. Are there consequences for not successfully completing training?   

    

  Education:   
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1. Does your agency/division require that employees dedicated to privacy and 
security obtain appropriate certifications (e.g., IAPP /CIPP, CISM)? 

 

    -- International Association of Privacy Professionals (IAPP)   

    -- Certified Information Privacy Professionals (CIPP)   

    -- Certified Information Security Manager (CISM)   

    

  Physical Security:   

1. Does your agency/division have appropriate physical security controls to safeguard 
data? 

 

2. Does your agency/division monitor employee access to buildings?  

3. Does your agency/division require escorting of visitors?  

4. Does your agency/division have physical security policies that require employees 
and contractors maintain a "clean desk" to protect  exposure of sensitive data? 

 

5. Does your agency/division require all laptops to be encrypted?   

    

IV - Other Security Measures   

  Vendors/Contractors/Partners:   

1. Does your agency/division assess/credential its vendors?  

2. Does your agency/division RE-credential its vendors? How frequently?  

3. Does the credentialing process for vendors who will have access to sensitive 
information require background checks? 

 

    

  Access Controls for Database:   

1. Does the database employ role based access controls which limit the use of PII to 
only those users that need the data to perform their job?  

 

2. Can the PII in the database be accessed remotely?  

3. If so, is the database encrypted? What method of encryption is used?  

4. Is access to PII logged and monitored?  

5. Is access to PII physically restricted (i.e. not allowing USB flash drives to connect to 
and download/store PII)? 

 

6. Does your agency/division employ User-Based Collaboration and Information 
Sharing (whether access authorizations match access restrictions, such as 
contractually-based restrictions for PII.)? 

  

    

  Physical Documentation:   

1. Was any physical documentation collected in order to populate the database?   

2. If so, how Is documentation containing PII physically restricted?   

3. How is documentation containing PII disposed of?   
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  Impact Level Decisions:   

1. Has your agency/division determined what the impact would be of a breach to both 
the data subject and the organization? 

  

    

  Incident Response Plan:   

1. Has your agency/division developed an incident response plan (such as determining 
when and how individuals should be notified, how a breach should be reported, and 
whether to provide remedial services, such as credit monitoring to affected 
individuals.)? 
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Appendix III 

 

Compilation of PII Survey Results from CFSA, DCHR, DOES, and OCTO 

Title/Description 
% 

yes 
% 
no 

% 
n/a 

% 
? 

% no 
response 

%  comments 
(explanation) 

%  other 
comments 

(varies, 
maybe, 

unknown) 

Total 

Area I - Identifying PII 

        1. Does your agency/division have policies 
that govern data classification (identifying 
PII)? 

68% 21% 0% 5% 0% 5% 0% 100% 

Area II - PII and Fair Information Practice 
        

Collection Limitation: 
        

1. Does your agency/division have policies 
that govern data collection (limits to 
collection of personal data)? 

58% 42% 0% 0% 0% 0% 0% 100% 

2. Was the data obtained within your 
agency/division with the knowledge or 
consent of the data subject? 

95% 0% 0% 0% 0% 5% 0% 100% 

Security Safeguards: 
        

1. Does your agency/division DE-Identifying 
PII? 

42% 32% 5% 16% 5% 0% 0% 100% 

Individual Participation: 
        

1. Can an individual contact the 
organization/division to determine what data 
should the organization have and store? 

89% 11% 0% 0% 0% 0% 0% 100% 

Accountability: 
        

1. How does your agency/division ensuring PII 
is handled according to organizational policy? 
(Please indicate in comments) 

5% 0% 0% 0% 0% 95% 0% 100% 

2. Has your organization conducted a Privacy 
Impact Assessment (PIA)? 

37% 53% 5% 0% 5% 0% 0% 100% 

Area III - PII Confidentiality Safeguards 
        

Policies and Procedures: 
        

1. Does your agency/division have policies 
that govern data access, use, and disclosure? 

84% 11% 0% 0% 0% 5% 0% 100% 

2. Does your agency/division have policies 
that govern data retention? 

89% 5% 0% 0% 0% 5% 0% 100% 

3. Does your agency/division have policies 
that govern data deletion and destruction 
(truncate and/or mask PII)? 

79% 16% 0% 0% 0% 5% 0% 100% 

4. Does your agency/division have policies 
that govern breach response and notification? 

47% 37% 5% 0% 5% 5% 0% 100% 
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5. Are PII and privacy policies consider as part 
of the system development life cycle? 

74% 5% 5% 5% 5% 5% 0% 100% 

6. Are there consequences for employees that 
do not follow policies and procedures 
regarding the protection of PII? 

79% 11% 0% 5% 0% 5% 0% 100% 

Awareness: 
        

1. Are privacy and information security 
policies communicated to employees on a 
regular basis? 

74% 26% 0% 0% 0% 0% 0% 100% 

2. Does your agency/division send out regular 
privacy reminders to its employees? 

42% 47% 0% 5% 5% 0% 0% 100% 

Training: 
        

1. Does your agency/division require annual 
mandatory training for all employees on 
privacy? 

37% 47% 0% 0% 5% 11% 0% 100% 

2. Does your agency/division require annual 
mandatory training for all employees on 
information security? 

37% 42% 0% 0% 11% 11% 0% 100% 

3. Does your agency/division require annual 
mandatory training for record retention and 
deletion? 

26% 53% 0% 0% 11% 11% 0% 100% 

4. Are employees required to pass each 
training program with a certain percentage of 
questions answered correctly? 

11% 53% 16% 0% 11% 11% 0% 100% 

5. Are there consequences for not 
successfully completing training? 

26% 32% 21% 0% 11% 11% 0% 100% 

Education: 
        

1. Does your agency/division require that 
employees dedicated to privacy and security 
obtain appropriate certifications (e.g., CIPP, 
CISM)? 

0% 58% 32% 0% 5% 5% 0% 100% 

Physical Security: 
        

1. Does your agency/division have 
appropriate physical security controls to 
safeguard data? 

84% 11% 0% 0% 5% 0% 0% 100% 

2. Does your agency/division monitor 
employee access to buildings? 

84% 11% 5% 0% 0% 0% 0% 100% 

3. Does your agency/division require 
escorting of visitors? 

95% 5% 0% 0% 0% 0% 0% 100% 

4. Does your agency/division have physical 
security policies that require employees and 
contractors maintain a "clean desk" to protect  
exposure of sensitive data? 

68% 26% 0% 0% 5% 0% 0% 100% 

6. Does your agency/division require all 
laptops to be encrypted? 

47% 26% 11% 0% 11% 5% 0% 100% 

Area IV - Other Security Measures: 
        

Vendors/Contractors/Partners: 
        

1. Does your agency/division 
assess/credential its vendors? 

47% 16% 26% 0% 0% 11% 0% 100% 
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2. Does your agency/division RE-credential its 
vendors? How frequently? 

27% 11% 47% 0% 5% 5% 5% 100.0% 

3. Does the credentialing process for vendors 
who will have access to sensitive information 
require background checks? 

37% 11% 37% 0.00% 0.00% 10% 5% 100% 

Access Controls for Database: 
        

1. Does the database employ role based 
access controls which limit the use of PII to 
only those users that need the data to 
perform their job? 

89% 5% 0% 0% 0% 5% 0% 100% 

2. Can the PII in the database be accessed 
remotely? 

68% 21% 0% 5% 0% 5% 0% 100% 

3. If so, is the database encrypted? What 
method of encryption is used? 

42% 16% 26% 5% 5% 5% 0% 100% 

4. Is access to PII logged and monitored? 58% 26% 0% 5% 5% 0% 5% 100% 

5. Is access to PII physically restricted (i.e. not 
allowing USB flash drives to connect to and 
download/store PII)? 

26% 63% 0% 5% 5% 0% 0% 100% 

6. Does your agency/division employ User-
Based Collaboration and Information Sharing 
(whether access authorizations match access 
restrictions, such as contractually-based 
restrictions for PII.)? 

26% 37% 11% 11% 16% 0% 0% 100% 

Physical Documentation: 
        

1. Was any physical documentation collected 
in order to populate the database? 

79% 16% 0% 0% 5% 0% 0% 100% 

2. If so, how Is documentation containing PII 
physically restricted? 

5% 0% 16% 0% 16% 63% 0% 100% 

3. How is documentation containing PII 
disposed of? 

5% 0% 11% 0% 16% 68% 0% 100% 

Impact Level Decisions: 
        

1. Has your agency/division determined what 
the impact would be of a breach to both the 
data subject and the organization? 

26% 53% 5% 0% 16% 0% 0% 100% 

Incident Response Plan: 
        

1. Has your agency/division developed an 
incident response plan (such as determining 
when and how individuals should be notified, 
how a breach should be reported, and 
whether to provide remedial services, such as 
credit monitoring to affected individuals.)? 

42% 37% 5% 0% 11% 0% 5% 100% 
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PII Survey Results From Child and Family Services Agency (CFSA) 

 
 
 
Survey Questionnaire  

yes no n/a unknown 
no 

response 
comments  

other 

comments  

(varies, 

maybe, 

unknown) 

Total 

Identifying PII                 

1. Does your agency/division have policies that 
govern data classification (identifying PII)? 

100% 0% 0% 0% 0% 0% 0% 100% 

PII and Fair Information Practice                 

  Collection Limitation:                 

1. Does your agency/division have policies that 
govern data collection (limits to collection of personal 
data)? 

100% 0% 0% 0% 0% 0% 0% 100% 

2. Was the data obtained within your agency/division 
with the knowledge or consent of the data subject? 0% 0% 0% 0% 0% 100% 0% 100% 

  Security Safeguards:                 

1. Does your agency/division DE-Identifying PII? 100% 0% 0% 0% 0% 0% 0% 100% 

  Individual Participation:                 

1. Can an individual contact the organization/division 
to determine what data should the organization have 
and store? 

100% 0% 0% 0% 0% 0% 0% 100% 

  Accountability:                 

1. How does your agency/division ensuring PII is 
handled according to organizational policy? (Please 
indicate in comments) 

100% 0% 0% 0% 0% 0% 0% 100% 

2. Has your organization conducted a Privacy Impact 
Assessment (PIA)? 0% 0% 100% 0% 0% 0% 0% 100% 

PII Confidentiality Safeguards                 

  Policies and Procedures:                 

1. Does your agency/division have policies that 
govern data access, use, and disclosure?   

100% 0% 0% 0% 0% 0% 0% 100% 

2. Does your agency/division have policies that 
govern data retention? 

100% 0% 0% 0% 0% 0% 0% 100% 

3. Does your agency/division have policies that 
govern data deletion and destruction (truncate 
and/or mask PII)? 

100% 0% 0% 0% 0% 0% 0% 100% 

4. Does your agency/division have policies that 
govern breach response and notification? 100% 0% 0% 0% 0% 0% 0% 100% 

5. Are PII and privacy policies consider as part of the 
system development life cycle? 

100% 0% 0% 0% 0% 0% 0% 100% 

6. Are there consequences for employees that do not 
follow policies and procedures regarding the 
protection of PII? 

100% 0% 0% 0% 0% 0% 0% 100% 

  Awareness:                  

1. Are privacy and information security policies 
communicated to employees on a regular basis? 100% 0% 0% 0% 0% 0% 0% 100% 
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2. Does your agency/division send out regular privacy 
reminders to its employees? 

100% 0% 0% 0% 0% 0% 0% 100% 

  Training:                 

1. Does your agency/division require annual 
mandatory training for all employees on privacy? 

100% 0% 0% 0% 0% 0% 0% 100% 

2. Does your agency/division require annual 
mandatory training for all employees on information 
security? 

100% 0% 0% 0% 0% 0% 0% 100% 

3. Does your agency/division require annual 
mandatory training for record retention and 
deletion? 

100% 0% 0% 0% 0% 0% 0% 100% 

4. Are employees required to pass each training 
program with a certain percentage of questions 
answered correctly? 

100% 0% 0% 0% 0% 0% 0% 100% 

5. Are there consequences for not successfully 
completing training? 

100% 0% 0% 0% 0% 0% 0% 100% 

  Education:                 

1. Does your agency/division require that employees 
dedicated to privacy and security obtain appropriate 
certifications (e.g., IAPP /CIPP, CISM)? 

0% 100% 0% 0% 0% 0% 0% 100% 

  Physical Security:                 

1. Does your agency/division have appropriate 
physical security controls to safeguard data? 

100% 0% 0% 0% 0% 0% 0% 100% 

2. Does your agency/division monitor employee 
access to buildings? 

100% 0% 0% 0% 0% 0% 0% 100% 

3. Does your agency/division require escorting of 
visitors? 

100% 0% 0% 0% 0% 0% 0% 100% 

4. Does your agency/division have physical security 
policies that require employees and contractors 
maintain a "clean desk" to protect  exposure of 
sensitive data? 

100% 0% 0% 0% 0% 0% 0% 100% 

5. Does your agency/division require all laptops to be 
encrypted? 100% 0% 0% 0% 0% 0% 0% 100% 

Other Security Measures:                 

  Vendors/Contractors/Partners:                 

1. Does your agency/division assess/credential its 
vendors? 100% 0% 0% 0% 0% 0% 0% 100% 

2. Does your agency/division RE-credential its 
vendors? How frequently? 100% 0% 0% 0% 0% 0% 0% 100% 

3. Does the credentialing process for vendors who 
will have access to sensitive information require 
background checks? 

100% 0% 0% 0% 0% 0% 0% 100% 

  Access Controls for Database:                 

1. Does the database employ role based access 
controls which limit the use of PII to only those users 
that need the data to perform their job?  

100% 0% 0% 0% 0% 0% 0% 100% 

2. Can the PII in the database be accessed remotely? 100% 0% 0% 0% 0% 0% 0% 100% 

3. If so, is the database encrypted? What method of 
encryption is used? 

100% 0% 0% 0% 0% 0% 0% 100% 

4. Is access to PII logged and monitored? 100% 0% 0% 0% 0% 0% 0% 100% 
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5. Is access to PII physically restricted (i.e. not 
allowing USB flash drives to connect to and 
download/store PII)? 

100% 0% 0% 0% 0% 0% 0% 100% 

6. Does your agency/division employ User-Based 
Collaboration and Information Sharing (whether 
access authorizations match access restrictions, such 
as contractually-based restrictions for PII.)? 

0% 100% 0% 0% 0% 0% 0% 100% 

  Physical Documentation:                 

1. Was any physical documentation collected in order 
to populate the database?  

100% 0% 0% 0% 0% 0% 0% 100% 

2. If so, how Is documentation containing PII 
physically restricted? 

0% 0% 100% 0% 0% 0% 0% 100% 

3. How is documentation containing PII disposed of? 0% 0% 100% 0% 0% 0% 0% 100% 

  Impact Level Decisions:                 

1. Has your agency/division determined what the 
impact would be of a breach to both the data subject 
and the organization? 

100% 0% 0% 0% 0% 0% 0% 100% 

  Incident Response Plan:                 

1. Has your agency/division developed an incident 
response plan (such as determining when and how 
individuals should be notified, how a breach should 
be reported, and whether to provide remedial 
services, such as credit monitoring to affected 
individuals.)? 

100% 0% 0% 0% 0% 0% 0% 100% 
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PII Survey Results from Department of Human Resources (DCHR) 

 

Survey Questionnaire 
yes no n/a unknown 

no 

response 
comments  

other 

comments  

(varies, 

maybe, 

unknown) 

Total 

Identifying PII                 

1. Does your agency/division have policies that govern data 
classification (identifying PII)? 

80% 0% 0% 0% 0% 20% 0% 100% 

PII and Fair Information Practice                 

  Collection Limitation:                 

1. Does your agency/division have policies that govern data 
collection (limits to collection of personal data)? 

20% 80% 0% 0% 0% 0% 0% 100% 

2. Was the data obtained within your agency/division with 
the knowledge or consent of the data subject? 

100% 0% 0% 0% 0% 0% 0% 100% 

  Security Safeguards:                 

1. Does your agency/division DE-Identifying PII? 20% 80% 0% 0% 0% 0% 0% 100% 

  Individual Participation:                 

1. Can an individual contact the organization/division to 
determine what data should the organization have and 
store? 

100% 0% 0% 0% 0% 0% 0% 100% 

  Accountability:                 

1. How does your agency/division ensuring PII is handled 
according to organizational policy? (Please indicate in 
comments) 

0% 0% 0% 0% 0% 100% 0% 100% 

2. Has your organization conducted a Privacy Impact 
Assessment (PIA)? 

0% 80% 0% 0% 20% 0% 0% 100% 

PII Confidentiality Safeguards                 

  Policies and Procedures:                 

1. Does your agency/division have policies that govern data 
access, use, and disclosure?   

80% 0% 0% 0% 0% 20% 0% 100% 

2. Does your agency/division have policies that govern data 
retention? 

80% 0% 0% 0% 0% 20% 0% 100% 

3. Does your agency/division have policies that govern data 
deletion and destruction (truncate and/or mask PII)? 

80% 0% 0% 0% 0% 20% 0% 100% 

4. Does your agency/division have policies that govern 
breach response and notification? 

0% 60% 0% 0% 20% 20% 0% 100% 

5. Are PII and privacy policies consider as part of the system 
development life cycle? 

60% 0% 0% 0% 20% 20% 0% 100% 

6. Are there consequences for employees that do not follow 
policies and procedures regarding the protection of PII? 

40% 40% 0% 0% 0% 20% 0% 100% 

  Awareness:                  
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1. Are privacy and information security policies 
communicated to employees on a regular basis? 

60% 40% 0% 0% 0% 0% 0% 100% 

2. Does your agency/division send out regular privacy 
reminders to its employees? 

0% 80% 0% 0% 20% 0% 0% 100% 

  Training:                 

1. Does your agency/division require annual mandatory 
training for all employees on privacy? 

0% 60% 0% 0% 20% 20% 0% 100% 

2. Does your agency/division require annual mandatory 
training for all employees on information security? 

0% 60% 0% 0% 20% 20% 0% 100% 

3. Does your agency/division require annual mandatory 
training for record retention and deletion? 

0% 60% 0% 0% 20% 20% 0% 100% 

4. Are employees required to pass each training program 
with a certain percentage of questions answered correctly? 

0% 60% 0% 0% 20% 20% 0% 100% 

5. Are there consequences for not successfully completing 
training? 

0% 40% 20% 0% 20% 20% 0% 100% 

  Education:                 

1. Does your agency/division require that employees 
dedicated to privacy and security obtain appropriate 
certifications (e.g., IAPP /CIPP, CISM)? 

0% 0% 80% 0% 20% 0% 0% 100% 

  Physical Security:                 

1. Does your agency/division have appropriate physical 
security controls to safeguard data? 

60% 20% 0% 0% 20% 0% 0% 100% 

2. Does your agency/division monitor employee access to 
buildings? 

40% 40% 20% 0% 0% 0% 0% 100% 

3. Does your agency/division require escorting of visitors? 100% 0% 0% 0% 0% 0% 0% 100% 

4. Does your agency/division have physical security policies 
that require employees and contractors maintain a "clean 
desk" to protect  exposure of sensitive data? 

20% 80% 0% 0% 0% 0% 0% 100% 

5. Does your agency/division require all laptops to be 
encrypted? 

40% 40% 0% 0% 20% 0% 0% 100% 

Other Security Measures:                 

  Vendors/Contractors/Partners:                 

1. Does your agency/division assess/credential its vendors? 20% 20% 60% 0% 0% 0% 0% 100% 

2. Does your agency/division RE-credential its vendors? How 
frequently? 

20% 0% 60% 0% 20% 0% 0% 100% 

3. Does the credentialing process for vendors who will have 
access to sensitive information require background checks? 

0% 0% 60% 0% 0% 20% 20% 100% 

  Access Controls for Database:                 

1. Does the database employ role based access controls 
which limit the use of PII to only those users that need the 
data to perform their job?  

100% 0% 0% 0% 0% 0% 0% 100% 

2. Can the PII in the database be accessed remotely? 100% 0% 0% 0% 0% 0% 0% 100% 

3. If so, is the database encrypted? What method of 
encryption is used? 

60% 20% 20% 0% 0% 0% 0% 100% 

4. Is access to PII logged and monitored? 20% 80% 0% 0% 0% 0% 0% 100% 

5. Is access to PII physically restricted (i.e. not allowing USB 
flash drives to connect to and download/store PII)? 

20% 80% 0% 0% 0% 0% 0% 100% 
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6. Does your agency/division employ User-Based 
Collaboration and Information Sharing (whether access 
authorizations match access restrictions, such as 
contractually-based restrictions for PII.)? 

60% 0% 0% 20% 20% 0% 0% 100% 

  Physical Documentation:                 

1. Was any physical documentation collected in order to 
populate the database?  

80% 20% 0% 0% 0% 0% 0% 100% 

2. If so, how Is documentation containing PII physically 
restricted? 

20% 0% 20% 0% 20% 40% 0% 100% 

3. How is documentation containing PII disposed of? 20% 0% 0% 0% 20% 60% 0% 100% 

  Impact Level Decisions:                 

1. Has your agency/division determined what the impact 
would be of a breach to both the data subject and the 
organization? 

0% 60% 0% 0% 40% 0% 0% 100% 

  Incident Response Plan:                 

1. Has your agency/division developed an incident response 
plan  

20% 60% 0% 0% 20% 0% 0% 100% 
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PII Survey Results From Department of Employment Services (DOES) 

 

Survey Questionnaire 
yes no n/a unknown 

no 

response 

comments 

(explanations)  

other 

comments  

(varies, 

maybe, 

unknown) 

Total 

Identifying PII                 

1. Does your agency/division have policies that govern 
data classification (identifying PII)? 

58% 33% 0% 8% 0% 0% 0% 100% 

PII and Fair Information Practice                 

  Collection Limitation:                 

1. Does your agency/division have policies that govern 
data collection (limits to collection of personal data)? 

67% 33% 0% 0% 0% 0% 0% 100% 

2. Was the data obtained within your agency/division 
with the knowledge or consent of the data subject? 

100% 0% 0% 0% 0% 0% 0% 100% 

  Security Safeguards:                 

1. Does your agency/division DE-Identifying PII? 50% 17% 8% 17% 8% 0% 0% 100% 

  Individual Participation:                 

1. Can an individual contact the organization/division to 
determine what data should the organization have and 
store? 

83% 17% 0% 0% 0% 0% 0% 100% 

  Accountability:                 

1. How does your agency/division ensuring PII is handled 
according to organizational policy? (Please indicate in 
comments) 

0% 0% 0% 0% 0% 100% 0% 100% 

2. Has your organization conducted a Privacy Impact 
Assessment (PIA)? 

50% 50% 0% 0% 0% 0% 0% 100% 

PII Confidentiality Safeguards                 

  Policies and Procedures:                 

1. Does your agency/division have policies that govern 
data access, use, and disclosure?   

83% 17% 0% 0% 0% 0% 0% 100% 

2. Does your agency/division have policies that govern 
data retention? 

92% 8% 0% 0% 0% 0% 0% 100% 

3. Does your agency/division have policies that govern 
data deletion and destruction (truncate and/or mask 
PII)? 

75% 25% 0% 0% 0% 0% 0% 100% 

4. Does your agency/division have policies that govern 
breach response and notification? 

67% 33% 0% 0% 0% 0% 0% 100% 

5. Are PII and privacy policies consider as part of the 
system development life cycle? 

75% 8% 8% 8% 0% 0% 0% 100% 

6. Are there consequences for employees that do not 
follow policies and procedures regarding the protection 
of PII? 

92% 0% 0% 8% 0% 0% 0% 100% 

  Awareness:                  

1. Are privacy and information security policies 
communicated to employees on a regular basis? 

75% 25% 0% 0% 0% 0% 0% 100% 
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2. Does your agency/division send out regular privacy 
reminders to its employees? 

58% 42% 0% 0% 0% 0% 0% 100% 

  Training:                 

1. Does your agency/division require annual mandatory 
training for all employees on privacy? 

50% 50% 0% 0% 0% 0% 0% 100% 

2. Does your agency/division require annual mandatory 
training for all employees on information security? 

50% 42% 0% 0% 8% 0% 0% 100% 

3. Does your agency/division require annual mandatory 
training for record retention and deletion? 

33% 58% 0% 0% 8% 0% 0% 100% 

4. Are employees required to pass each training 
program with a certain percentage of questions 
answered correctly? 

8% 58% 25% 0% 8% 0% 0% 100% 

5. Are there consequences for not successfully 
completing training? 

33% 33% 25% 0% 8% 0% 0% 100% 

  Education:                 

1. Does your agency/division require that employees 
dedicated to privacy and security obtain appropriate 
certifications (e.g., IAPP /CIPP, CISM)? 

0% 83% 17% 0% 0% 0% 0% 100% 

  Physical Security:                 

1. Does your agency/division have appropriate physical 
security controls to safeguard data? 

92% 8% 0% 0% 0% 0% 0% 100% 

2. Does your agency/division monitor employee access 
to buildings? 

100% 0% 0% 0% 0% 0% 0% 100% 

3. Does your agency/division require escorting of 
visitors? 

92% 8% 0% 0% 0% 0% 0% 100% 

4. Does your agency/division have physical security 
policies that require employees and contractors 
maintain a "clean desk" to protect exposure of sensitive 
data? 

83% 8% 0% 0% 8% 0% 0% 100% 

5. Does your agency/division require all laptops to be 
encrypted? 

50% 25% 17% 0% 0% 8% 0% 100% 

Other Security Measures:                 

  Vendors/Contractors/Partners:                 

1. Does your agency/division assess/credential its 
vendors? 

50% 17% 17% 0% 0% 8% 8% 100% 

2. Does your agency/division RE-credential its vendors? 
How frequently? 

25% 17% 42% 0% 0% 8% 8% 100% 

3. Does the credentialing process for vendors who will 
have access to sensitive information require background 
checks? 

42% 17% 33% 0% 0% 8% 0% 100% 

  Access Controls for Database:                 

1. Does the database employ role based access controls 
which limit the use of PII to only those users that need 
the data to perform their job?  

83% 8% 0% 0% 0% 8% 0% 100% 

2. Can the PII in the database be accessed remotely? 50% 33% 0% 8% 0% 8% 0% 100% 

3. If so, is the database encrypted? What method of 
encryption is used? 

33% 8% 33% 8% 8% 8% 0% 100% 

4. Is access to PII logged and monitored? 75% 0% 0% 8% 8% 0% 8% 100% 
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5. Is access to PII physically restricted (i.e. not allowing 
USB flash drives to connect to and download/store PII)? 

25% 58% 0% 8% 8% 0% 0% 100% 

6. Does your agency/division employ User-Based 
Collaboration and Information Sharing (whether access 
authorizations match access restrictions, such as 
contractually-based restrictions for PII.)? 

8% 50% 17% 8% 17% 0% 0% 100% 

  Physical Documentation:                 

1. Was any physical documentation collected in order to 
populate the database?  

92% 8% 0% 0% 0% 0% 0% 100% 

2. If so, how Is documentation containing PII physically 
restricted? 

0% 0% 0% 0% 17% 83% 0% 100% 

3. How is documentation containing PII disposed of? 0% 0% 0% 0% 17% 83% 0% 100% 

  Impact Level Decisions:                 

1. Has your agency/division determined what the impact 
would be of a breach to both the data subject and the 
organization? 

25% 58% 8% 0% 8% 0% 0% 100% 

  Incident Response Plan:                 

1. Has your agency/division developed an incident 
response plan (such as determining when and how 
individuals should be notified, how a breach should be 
reported, and whether to provide remedial services, 
such as credit monitoring to affected individuals.)? 

50% 25% 8% 0% 0% 0% 8% 92% 
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PII Survey Results From Office of the Chief Technology Officer (OCTO) 
 

Survey Questionnaire 
yes no n/a unknown 

no 

response 

comments 

(explanations)  

other 

comments  

(varies, 

maybe, 

unknown) 

Total 

Identifying PII                 

1. Does your agency/division have policies that govern 
data classification (identifying PII)? 

100% 0% 0% 0% 0% 0% 0% 100% 

PII and Fair Information Practice                 

  Collection Limitation:                 

1. Does your agency/division have policies that govern 
data collection (limits to collection of personal data)? 

100% 0% 0% 0% 0% 0% 0% 100% 

2. Was the data obtained within your agency/division 
with the knowledge or consent of the data subject? 100% 0% 0% 0% 0% 0% 0% 100% 

  Security Safeguards:                 

1. Does your agency/division DE-Identifying PII? 0% 0% 0% 100% 0% 0% 0% 100% 

  Individual Participation:                 

1. Can an individual contact the organization/division to 
determine what data should the organization have and 
store? 

100% 0% 0% 0% 0% 0% 0% 100% 

  Accountability:                 

1. How does your agency/division ensuring PII is handled 
according to organizational policy? (Please indicate in 
comments) 

0% 0% 0% 0% 0% 100% 0% 100% 

2. Has your organization conducted a Privacy Impact 
Assessment (PIA)? 

100% 0% 0% 0% 0% 0% 0% 100% 

PII Confidentiality Safeguards                 

  Policies and Procedures:                 

1. Does your agency/division have policies that govern 
data access, use, and disclosure?   

100% 0% 0% 0% 0% 0% 0% 100% 

2. Does your agency/division have policies that govern 
data retention? 

100% 0% 0% 0% 0% 0% 0% 100% 

3. Does your agency/division have policies that govern 
data deletion and destruction (truncates and/or masks 
PII)? 

100% 0% 0% 0% 0% 0% 0% 100% 

4. Does your agency/division have policies that govern 
breach response and notification? 0% 0% 100% 0% 0% 0% 0% 100% 

5. Are PII and privacy policies consider as part of the 
system development life cycle? 100% 0% 0% 0% 0% 0% 0% 100% 

6. Are there consequences for employees that do not 
follow policies and procedures regarding the protection 
of PII? 

100% 0% 0% 0% 0% 0% 0% 100% 

  Awareness:                  

1. Are privacy and information security policies 
communicated to employees on a regular basis? 100% 0% 0% 0% 0% 0% 0% 100% 

2. Does your agency/division send out regular privacy 
reminders to its employees? 

0% 0% 0% 100% 0% 0% 0% 100% 
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  Training:                 

1. Does your agency/division require annual mandatory 
training for all employees on privacy? 

0% 0% 0% 0% 0% 100% 0% 100% 

2. Does your agency/division require annual mandatory 
training for all employees on information security? 0% 0% 0% 0% 0% 100% 0% 100% 

3. Does your agency/division require annual mandatory 
training for record retention and deletion? 

0% 0% 0% 0% 0% 100% 0% 100% 

4. Are employees required to pass each training 
program with a certain percentage of questions 
answered correctly? 

0% 0% 0% 0% 0% 100% 0% 100% 

5. Are there consequences for not successfully 
completing training? 

0% 0% 0% 0% 0% 100% 0% 100% 

  Education:                 

1. Does your agency/division require that employees 
dedicated to privacy and security obtain appropriate 
certifications (e.g., IAPP /CIPP, CISM)? 

0% 0% 0% 0% 0% 100% 0% 100% 

  Physical Security:                 

1. Does your agency/division have appropriate physical 
security controls to safeguard data? 100% 0% 0% 0% 0% 0% 0% 100% 

2. Does your agency/division monitor employee access 
to buildings? 100% 0% 0% 0% 0% 0% 0% 100% 

3. Does your agency/division require escorting of 
visitors? 

100% 0% 0% 0% 0% 0% 0% 100% 

4. Does your agency/division have physical security 
policies that require employees and contractors 
maintain a "clean desk" to protect exposure of sensitive 
data? 

100% 0% 0% 0% 0% 0% 0% 100% 

5. Does your agency/division require all laptops to be 
encrypted? 

0% 0% 0% 0% 100% 0% 0% 100% 

Other Security Measures:                 

  Vendors/Contractors/Partners:                 

1. Does your agency/division assess/credential its 
vendors? 

100% 0% 0% 0% 0% 0% 0% 100% 

2. Does your agency/division RE-credential its vendors? 
How frequently? 0% 0% 100% 0% 0% 0% 0% 100% 

3. Does the credentialing process for vendors who will 
have access to sensitive information require background 
checks? 

100% 0% 0% 0% 0% 0% 0% 100% 

  Access Controls for Database:                 

1. Does the database employ role based access controls 
which limit the use of PII to only those users that need 
the data to perform their job?  

100% 0% 0% 0% 0% 0% 0% 100% 

2. Can the PII in the database be accessed remotely? 100% 0% 0% 0% 0% 0% 0% 100% 

3. If so, is the database encrypted? What method of 
encryption is used? 

0% 100% 0% 0% 0% 0% 0% 100% 

4. Is access to PII logged and monitored? 0% 100% 0% 0% 0% 0% 0% 100% 

5. Is access to PII physically restricted (i.e. not allowing 
USB flash drives to connect to and download/store PII)? 

0% 100% 0% 0% 0% 0% 0% 100% 
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6. Does your agency/division employ User-Based 
Collaboration and Information Sharing (whether access 
authorizations match access restrictions, such as 
contractually-based restrictions for PII.)? 

100% 0% 0% 0% 0% 0% 0% 100% 

  Physical Documentation:                 

1. Was any physical documentation collected in order to 
populate the database?  

0% 100% 0% 0% 0% 0% 0% 100% 

2. If so, how Is documentation containing PII physically 
restricted? 

0% 0% 100% 0% 0% 0% 0% 100% 

3. How is documentation containing PII disposed of? 0% 0% 100% 0% 0% 0% 0% 100% 

  Impact Level Decisions:                 

1. Has your agency/division determined what the impact 
would be of a breach to both the data subject and the 
organization? 

100% 0% 0% 0% 0% 0% 0% 100% 

  Incident Response Plan:                 

1. Has your agency/division developed an incident 
response plan (such as determining when and how 
individuals should be notified, how a breach should be 
reported, and whether to provide remedial services, 
such as credit monitoring to affected individuals.)? 

0% 100% 0% 0% 0% 0% 0% 100% 
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Appendix IV 

 

Society for Human Resource Management (SHRM) 

Security: Personal Identity Information (PII) 

Security, Notification and Confidentiality Policy  
   

Purpose of this Policy 
[Company Name] recognizes its need to maintain the confidentiality of Personal Identity Information 
(PII) and understands that such information is unique to each individual. The PII covered by this 
policy may come from various types of individuals performing tasks on behalf of the company and 
includes employees, applicants, independent contractors and any PII maintained on its customer 
base. The scope of this policy is intended to be comprehensive and will include company 
requirements for the security and protection of such information throughout the company and its 
approved vendors both on and off work premises. 

Departments named in this policy have delegated authority for developing and implementing 
procedural guidance for ensuring that their departmental responsibilities under this policy are 
communicated and enforced. 

Key Elements of the Policy 
Personal Identity Information (PII): Unique personal identification numbers or data, including: 

 Social Security Numbers (or their equivalent issued by governmental entities outside the 
United States). 

 Taxpayer Identification Numbers (or their equivalent issued by governmental revenue entities 
outside the United States). 

 Employer Identification Numbers (or their equivalent issued by government entities outside 
the United States). 

 State or foreign driver’s license numbers. 
 Date(s) of birth. 
 Corporate or individually held credit or debit transaction card numbers (including PIN or 

access numbers) maintained in organizational or approved vendor records.  

PII may reside in hard copy or electronic records; both forms of PII fall within the scope of this policy. 

Vendors: Individual(s) or companies that have been approved by the Contracts Department as a 
recipient of organizational PII and from which the Contracts Department has received certification of 
their data protection practices conformance with the requirements of this policy. Vendors include all 
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external providers of services to the company and include proposed vendors. No PII information can 
be transmitted to any vendor in any method unless the vendor has been pre-certified for the receipt 
of such information. 

PII Retention: [Company Name] understands the importance of minimizing the amount of PII data it 
maintains and retains such PII only as long as necessary. A joint task force comprising members of 
the Legal, Finance, IT, Contracts and Human Resources departments maintains organizational 
record retention procedures, which dictate the length of data retention and data destruction methods 
for both hard copy and electronic records. 

PII Training: All new hires entering the company who may have access to PII are provided with 
introductory training regarding the provisions of this policy, a copy of this policy and implementing 
procedures for the department to which they are assigned. Employees in positions with regular 
ongoing access to PII or those transferred into such positions are provided with training reinforcing 
this policy and procedures for the maintenance of PII data and shall receive annual training 
regarding the security and protection of PII data and company proprietary data  

PII Audit(s): [Company Name] conducts audits of PII information maintained by the company in 
conjunction with fiscal year closing activities to ensure that this policy remains strictly enforced and 
to ascertain the necessity for the continued retention of PII information. Where the need no longer 
exists, PII information will be destroyed in accordance with protocols for destruction of such records 
and logs maintained for the dates of destruction. The audits are conducted by Finance, IT, Contracts 
and Human Resources departments under the auspices of the Legal department. 

Data Breaches/Notification: Databases or data sets that include PII may be breached inadvertently 
or through wrongful intrusion. Upon becoming aware of a data breach, the company will notify all 
affected individuals whose PII data may have been compromised, and the notice will be 
accompanied by a description of action being taken to reconcile any damage as a result of the data 
breach. Notices will be provided as expeditiously as possible and in no event be later than the 
commencement of the payroll period after which the breach was discovered. 

The Legal department will handle breach notifications(s) to all governmental agencies to whom such 
notice must be provided in accordance with time frames specified under these laws. Notices to 
affected individuals will be communicated by Human Resources after consultation with the Legal 
department and within the time frame specified under the appropriate law(s). 

Data Access: [Company Name] maintains multiple IT systems where PII data may reside; thus, user 
access to such IT systems is the responsibility of the IT department. The IT department has created 
internal controls for such systems to establish legitimate access for users of data, and access shall 
be limited to those approved by IT. Any change in vendor status or the termination of an employee 
or independent contractor with access will immediately result in the termination of the user’s access 
to all systems where the PII may reside. 

Data Transmission and Transportation 

1. Company Premises Access to PII: The Finance, Human Resources and IT departments have 
defined responsibilities for on-site access of data that may include access to PII; IT has the oversight 
responsibility for all electronic records and data access capabilities. Finance and Human Resources 
have the operational responsibility for designating initial access and termination of access for 
individual users within their organizations and providing timely notice to IT.  

2. Vendors: [Company Name] may share data with vendors who have a business need to have PII 
data. Where such inter-company sharing of data is required, the IT department is responsible for 
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creating and maintaining data encryption and protection standards to safeguard all PII data that 
resides in the databases provided to vendors. Approved vendor lists will be maintained by the 
Contracts department, and Contracts has responsibility to notify IT of any changes to vendor status 
with the company. 

3. Portable Storage Devices: [Company Name] reserves the right to restrict PII data it maintains in 
the workplace. In the course of doing business, PII data may also be downloaded to laptops or other 
computing storage devices to facilitate company business. To protect such data, the company will 
also require that any such devices use IT department-approved encryption and security protection 
software while such devices are in use on or off company premises. The IT department has 
responsibility for maintaining data encryption and data protection standards to safeguard PII data 
that resides on these portable storage devices. 

4. Off-Site Access to PII: [Company Name] understands that employees may need to access PII 
while off site or on business travel, and access to such data shall not be prohibited, subject to the 
provision that the data to be accessed is minimized to the degree possible to meet business needs 
and that such data shall reside only on assigned laptops/approved storage devices that have been 
secured in advance by the IT department. 

Regulatory Requirements: It is the policy of the company to comply with any international, federal or 
state statute and reporting regulations. [Company Name] has delegated the responsibility for 
maintaining PII security provisions to the departments noted in this policy. [Company Name] Legal 
department shall be the sole entity named to oversee all regulatory reporting compliance issues. If 
any provision of this policy conflicts with a statutory requirement of international, federal or state law 
governing PII, the policy provision(s) that conflict shall be superseded. 

Employee Hotline: If an employee has reason to believe that his or her PII (please refer to what 
constitutes PII) data security has been breached or that company representative(s) are not adhering 
to the provisions of this policy, an employee should contact the company hotline at [Insert Telephone 
Number] or contact an HR representative at the employee’s location. 

Confirmation of Confidentiality: All company employees must maintain the confidentiality of PII as 
well as company proprietary data to which they may have access and understand that that such PII 
is to be restricted to only those with a business need to know. Employees with ongoing access to 
such data will sign acknowledgement reminders annually attesting to their understanding of this 
company requirement. 

Violations of PII Policies and Procedures: [Company Name] views the protection of PII data to be of 
the utmost importance. Infractions of this policy or its procedures will result in disciplinary actions 
under the company’s discipline policy and may include suspension or termination in the case of 
severe or repeat violations. PII violations and disciplinary actions are incorporated in the company’s 
PII onboarding and refresher training to reinforce the company’s continuing commitment to ensuring 
that this data is protected by the highest standards. 

Updated December 2008 
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Appendix V 
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Appendix VI 

 

PRIVACY IMPACT ASSESSMENT (PIA) 

 

Project Description 

 

This PIA is for the IT systems listed in the table below.   

 

Name of System Social Security 

Numbers? 
Other Personally 

Identifiable Information 

(PII)? 

Business 

Identifiable 

Information? 

    

    

    

 

 

1. What information is being collected?   
 

2. Why is the information being collected? 

 

3. What is the intended use of the information? 

 

 

4. With whom will the information be shared?  
 

5. What opportunities do individuals or businesses have to decline to provide 

information (i.e., where providing information is voluntary) or to consent to 

particular uses of the information and how can they grant such consent? 
       

6. How will the information be secured? 

 

7. How is the data extract log and verify requirement being met? 

 

8. Is a system of records being created under the Privacy Act (5 U.S.C. 552a)? 
 

9. Are these records covered by an approved records control schedule? 

 

Point of Contact: 


