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PURPOSE
Pursuant to Section 126n of D.C. Law 13-301, the Digtrict of Columbia Auditor attempted to
conduct anaudit of the Fraud Prevention Fund (Fund) for the period October 1, 2001 through August 31,

2002.

OBJECTIVES, SCOPE, AND METHODOL OGY

The objectives of the planned audit were to determine whether:

1 the Fund was established and functioning as intended;

2. expendituresfromthe Fund were authorized and for alowable ectivitiesas specified inthe
law; and

3. the Task Force to Combat Fraud was established and performed required tasks as
specified by law.

The Auditor reviewed applicable laws and regulations toidentify the funding mechaniam, alowable
costs and activities, and adminigretive requirements of the Fraud Prevention Fund. Additiondly, the
Auditor made inquiriesto the Didrict of Columbia Office of the City Adminigtrator, Metropolitan Police
Department, Office of the Corporation Counsd, and Office of Documents to identify the adminigtering
agency of the Fraud Prevention Fund, the composition of the Task Force to Combat Fraud, and to
determine key business processes and activities underway related to the administration of the Fund.

BACKGROUND

D.C. Law 13-301, entitled the “Telephone Fraud Amendment Act of 2000,” was enacted by the
Council of the Didrict of Columbia to protect citizens from telecommunications fraud by placing stringent
requirements on telephone solicitors conducting solicitetion activities in the Didrict of Columbia, and
establishing dvil and crimind pendtiesfor violators. Inaccordancewith D.C. Law 13-301, solicitors must
obtain a certificate of regigration, post a$50,000 surety bond, and retain aregistered agent for service of
process prior to operating in the Didrict of Columbia Persons engaged in telephone fraud,
misrepresentation, or any other deceptive telemarketing practices are subject to civil and/or crimina
pendties that can result in fines and/or imprisonmen.



Section 102 of D.C. Law 13-301 established the Fraud Prevention Fund. The Fund isto consist
of finespaid as aresult of telephone solicitors falureto comply withthe Telephone Fraud Amendment Act
of 2000. As mandated by law, the Fund is nonlgpsing and cannot be commingled with the Generd Fund.
Section 126n of D.C. Law 13-301 specifies that the Fund may be used for the following purposes:

1. educating the public regarding fraud and crime prevention;
2. supporting the Task Force to Combat Fraud; and

3. enforcing the Telephone Fraud Amendment Act of 2000.

The law establishes both avil and aiminal pendlties for deceptive practices and unlawful acts
related to telephone fraud. All fines are payable to the Fraud Prevention Fund.  Section 126f of
D.C. Law 13-301 egtablishes the following civil pendties to be assessed against telephone solicitors that
violate the law:

# afine of up to $1,000;

# licenserevocationor suspensionif the sdller or telephone solicitor fallsto comply with
registration requirements; and

# treble damages againgt any telephone solicitor who knowingly targets the ederly or
the disabled.

Section 126 of D.C. Law 13-301 establishes the following crimind pendties:

1) If the amount of the transaction is valued at $20,000 or more, the seller or
telephone solicitor shall upon conviction be guilty of afeony, and shal be
subject to afine of not morethan$10,000 or imprisonment for not morethan4 years,
or both.



2 If the amount of the transaction is vaued at lessthan $20,000 but morethan $5,000,
the sdller or telephone solicitor shal upon convictionbe guilty of afelony, and shall be
subject to afine of not morethan$5,000 or imprisonment for not more than 3 years,
or both.

3 If the amount of the transaction is valued at $5,000 or less, the sdler or telephone
solicitor shal upon conviction be guilty of a misdemeanor and shdl be subject to a
fine of not more than $500 or imprisonment for not more than 6 months, or both.

Section 126m of D.C. Law 13-301 requires the Mayor to establish the Task Force to Combat
Fraud to assg in addressing fraud in the Digrict. Membership on the Task Force may include
representatives of the Metropolitan Police Department, Department of Consumer and Regulatory Affairs,
Office of the Corporation Counsel, and other agencies deemed appropriate by the Mayor. Section 126m
sets forth the following responsbilities for the Task Force:

1 callecting information on telephone fraud;

2. taking steps to educate the public about fraud, including telephone fraud;

3. sharing information related to telephone fraud with Digtrict government agencies, and

4. advisng the Mayor on enforcement of the provisons of the Telephone Fraud
Amendment Act of 2000.



FINDINGS

THEFRAUD PREVENTION FUND AND THETASK FORCE TO COMBAT FRAUD WERE
NEVER ESTABLISHED

The Auditor inquired of the Office of the City Adminigtrator, which contacted the Metropolitan
Police Department, the Department of Consumer and Regulatory Affairs, and the Office of the Corporation
Counsd, to identify the adminigtering agency of the Fraud Prevention Fund.  Additiondly, the Auditor
contacted the Office of Documentsto determine if any Mayor’ s Orders or Mayor’ sMemoranda had been
issued regarding the establishment of the Fund or the Task Force to Combat Fraud. The Office of the City
Adminigrator was unable to locate the Fraud Prevention Fund within the operations of the aforementioned
city agencies. Smilarly, the Office of Documents was unable to locate any directives from the Mayor's
Office in the past two years establishing ether the Fraud Prevention Fund or the Task Force.

The results of our inquiry indicated that no Digtrict agency within the Office of the Mayor
spearheaded the effort to establish the Fraud Prevention Fund or the Task Force. As aresult, neither
initiative was implemented.

Thelaw placesthe primary responsbility for establishing the Fraud Prevention Fund and the Task
Force to Combat Fraud on the Mayor. The specific purpose of both isto assist the Digtrict of Columbia
inaddressing the serious issue of telephone fraud that tendsto plaguethe Didrict’ smost vulnerable citizens,
the ederly. Currently, investigations of telephone fraud and other activities prohibited by the law are
performed by the Metropolitan Police Department.

Federal, stateand | ocal governmentshave sought to jointly address the problem of telephone fraud.
Paticularly, many state and local governments have developed partnerships with federd and loca law
enforcement agencies, security professonas, and loca prosecutors to develop a holistic, systematic
gpproach to addressing the issue of telephone fraud. For example, in 1995 the state of Virginid s Office
of the Attorney Genera joined a“Triad,” which is an organization created by a cooperative agreement
between the American Association of Retired Persons, the International Association of Chiefs of Police,
and the Nationa Sheriffs Association. The purpose of the Triad is to develop, expand, and implement
effective crime prevention and education programs for the protection of senior citizens. Themisson of the
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Triad inVirginia which is carried out by the Office of the Attorney Genera withass stance fromvolunteers
and locd law enforcement agencies, is to address crimes that typicaly target the dderly, induding
telecommunicationsfraud. Likewise, the Southern CaliforniaRegiond High Tech Fraud Crime Task Force,
whichis comprised of representatives fromlaw enforcement agenciesinLos Angeles, Orange, and Ventura
counties, and staffed with investigators from federa, state, county, and city government agencies,
investigates high tech crime, induding telecommunications fraud. Additionaly, the Sacramento Vdley Hi-
Tech Crime Task Force, which is comprised of 32 law enforcement and prosecutoria agenciescovering
a nine county area, conducts multi-jurisdictiona invedtigations of aleged high tech crimes including
telecommunications fraud.

In the Didrict, the enactment of the Telephone Fraud Amendment Act of 2000 effectivey
edtablishes punitive measures, induding financid and crimind pendlties, for violators of the law. The
expected work of the Task Force to Combat Fraud is critica to the development and implementation of
acoordinated effort to ferret out and combat telephone fraud activities within the Didtrict, and to educate
Didrict resdentsonways to protect their financial resources from the fraudulent schemes of unscrupulous
telemarketers and criminals who use the telephone for fraudulent purposes.

RECOMMENDATIONS

1. The Mayor designate a specific agency withinwhichto establishthe Fraud Prevention
Fund.
2. The Mayor designateaspecific agency manager the responsbility for coordinating and

adminigtering the work of the Task Force to Combat Fraud.

3. The Mayor establish the Task Force to Combat Fraud and require the Chief of the
Metropolitan Police Department, the Corporation Counsd, and the Director of the
Department of Consumer and Regulatory Affairsto designate one or moreindividuas
towork onthe Task Force to Combat Fraud. Additionaly, representativesfrom other
Didrict government agencies and the federal and busness sectors should be
encouraged to participate on the Task Force to Combat Fraud.



CONCLUSION

The Auditor’s examination revealed that the Mayor has not taken any action to implement the
provisions of the Telephone Fraud Amendment Act of 2000. Neither the Fraud Prevention Fund nor
the Task Force to Combat Fraud has been established as required by the law. Consequently, the
District of Columbia has not implemented the regulatory requirements for telemarketers set forth in
the law, developed a concerted, systematic approach to exposing and investigating telephone fraud,
or a program for educating District residents, especially our most vulnerable citizens, about the
potentially devastating financial impact of telephone fraud. Telemarketing fraud continues to need
greater oversight and enforcement, and the establishment of the Fund and Task Force are necessary
steps toward accomplishing the goals and objectives of the legislation and reducing the opportunities
for such fraud to occur. The continued failure to implement the provisions of the law will leave
District residents without the measure of protection contemplated. Action should be taken
immediately to remedy this deficiency and achieve full compliance with the law.
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