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The Office of the D.C. Auditor (ODCA) provides this written testimony for the Committee of the 
Whole February 5, 2026, hearing on the FY 2025 Annual Comprehensive Financial Report 
(ACFR), to provide background information and questions you may wish to ask of the City 
Administrator, Chief Financial Officer, Inspector General, and independent auditors from 
CliftonLarsonAllen, LLC (CLA).   

ODCA participates as a member of the ACFR Oversight Committee which meets regularly 
through the fall and winter to receive a status report on preparing the annual financial 
statements audit and the management letter findings and recommendations. Participants 
include CLA—the firm hired by the Office of the Inspector General to conduct the ACFR—plus 
representatives of the Office of the Chief Financial Officer and others from throughout the 
District government.  

I am pleased to say that this year, unlike previous years, the OIG has issued the annual 
“management letter” at the same time as the ACFR as required in the ACFR contract, providing 
policy and program recommendations across the government designed “to improve the 
effectiveness of internal controls over operations and programs,” as described in last year’s 
letter.  

Management letters that accompany financial statement audits like the ACFR typically highlight 
“significant deficiencies,” “material weaknesses,” and somewhat less serious “deficiencies in 
internal controls” with recommendations to address them that are opportunities to, as this 
year’s letter states, “strengthen your internal controls and improve the efficiency of your 
operations.” This year there are seven management letters, one with 10 new findings and 19 
recommendations across multiple agencies, and a management letter as well as financial 
statement audit on Unemployment Compensation, the University of the District of Columbia, 
the Not-for-profit Hospital Corporation, the Housing Production Trust Fund, Other Post-
Employment Benefits, and the Office of Lottery and Gaming. All of the management letters as 
well as the financial statement reports are included on the OIG website. 

In addition to seeking additional information on the findings and recommendations in the seven 
management letters during the ACFR hearing, Councilmembers with oversight for the agencies 
that are subjects of the findings might want to follow up with agency directors during 
performance and budget hearings.  

The following are summaries of some of the more significant findings from the management 
letters.  

Housing Production Trust Fund (GAGAS 2025-001) 

The most serious finding was a “material weakness” stemming from the Housing Production 
Trust Fund’s end-of-year balance for FY 2024 having been incorrectly reported. As noted in the 
memorandum transmitting the ACFR, $62.7 million in project expenditures for FY 2024 were 
allocated to American Rescue Plan Act federal COVID recovery funds. The funds were 

https://oig.dc.gov/oig-services/reports/annual-comprehensive-financial-report
https://www.oig.dc.gov/sites/default/files/Reports/DCOIG_Report_25-1-01MA.pdf
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reclassified as local funds but that action was taken in two steps, with $43.4 million reclassified 
in September 2024 and the remaining $19.3 million not reclassified until November 2024 after 
the financial system closing. The auditors noted: “A lack of effective reconciliation between the 
projects module and the general ledger allowed the error to remain undetected until after the 
(FY 2024) ACFR was issued.” Because the additional $19.3 million receivable was not removed 
before last year’s ACFR was issued the HPTF FY 2024 balance was overstated by $19.3 million. 
Auditing standards require that this type of material error be restated retroactively. The 
material weakness finding did not alter the overall “clean” opinion on the District’s financial 
statements.   

The OCFO concurred with the HPTF finding and three recommendations to strengthen 
reporting controls, stating that the Office of Financial Operations and Systems “will review and 
update the year end closing manual as needed to ensure proper procedures are implemented.”  

Councilmembers may want to ask for more information on how the error occurred and, more 
generally, on the timing of year-end closing activities, as well as whether there have been any 
other issues with the reclassification of federal COVID relief funds.  

Continued Errors in Retiree Premiums (OPEB 2025-001) 

In a repeat of a control deficiency identified in the FY 2024 audit of the District Other Post-
Employment Benefit (OPEB) Plan, auditors confirmed that District retirees have paid inaccurate 
premiums for health and life insurance benefits. They note in the OPEB Management Letter 
that discussions with District officials “indicated that the root cause was the use of incorrect 
data points in calculating OPEB premiums for District retirees.” The management response 
acknowledged that the issue has been ongoing and those engaged in addressing the issues have 
included the D.C. Retirement Board (DCRB), the OCFO Office of Finance and Treasury, the U.S. 
Treasury, and the District Department of Human Resources (DCHR). Management continued: 

In FY2025, DCHR and DCRB engaged OCFO to present corrective action plans related to 
insurance premiums. With regard to life insurance, DCHR and DCRB are correcting 
inaccurate premium amounts…and adjusting contributions for remaining periods of 
coverage in FY2026….The target completion date for corrective action is September 30, 
2026. 

Councilmembers may want to ask the City Administrator and CFO why an issue identified more 
than a year ago has not yet been fully corrected, and whether the plans in place including 
deadlines will be met. In addition, the letter says the errors resulted in “retirees either 
overpaying or underpaying for their health and life insurance premiums.” You may want to ask 
for additional information on the magnitude – that is, in each benefit program, how much in 
overpayments and how much in underpayments, affecting how many former District 
employees?  
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Incomplete Management Recommendation from 2018 (2018-003; 2025-006) 

In the FY2018 management letter a prior audit firm recommended that the Office of the Chief 
Technology Officer (OCTO) “implement a risk management framework to comply with National 
Institute of Standards and Technology (NIST) Publication 800-37.” The NIST risk management 
framework is to provide “a disciplined, structured, and flexible process for managing security 
and privacy risk” by governments and other entities. The management letter from a year ago 
stated that this recommendation would be fully implemented in FY 2025. The last report to the 
ACFR Oversight Committee indicated that as of the end of the fiscal year the recommendation 
had been implemented.  

The new management letter, however, repeats the finding from 2018, indicating that OCTO has 
established policies reflecting the NIST risk assessment protocol but that “several key elements 
documented in these guides and policies have not been fully implemented throughout the D.C. 
government portfolio of systems and applications.” The auditors recommend “continuous 
monitoring” with OCTO working with agency leaders to ensure the risk management controls 
are implemented.  

According to the report, OCTO agreed with the finding, stated that the agency was approved for 
State and Local Cybersecurity Grant Program funding and that the funds will be used “to 
implement the risk assessment policy and conduct initial assessments of DC agencies under the 
authority of the Mayor.”  

Given that this finding and recommendation have remained open for eight years, 
Councilmembers may wish to ask about the process for addressing such findings and whether 
witnesses have any recommendations to improve the accountability and timeliness for 
addressing management letter issues. In this instance three independent audit firms (SB & 
Company, LLC, 2018-2019; McDonnell Jones LLP, 2020-2024, and CLA, the new team this year) 
concurred with the need for the District to implement and enforce the NIST risk assessment 
protocol. Councilmembers may want to ask the City Administrator to explain the length of time 
taken and may also ask about the recommendation compliance process itself and the 
respective responsibilities of the Executive, the OCFO, and the OIG, for following up on findings 
and recommendations associated with the ACFR. This can include asking why the OCFO 
reported the recommendation as implemented as of September 30, 2025. 

Continuing Procurement Issues 

As has been the case in each recent ACFR, the independent auditors cited deficiencies in 
internal controls over procurement, specifically with sole source procurement, emergency 
procurement, and procurement documentation: 

DMPED & Determinations and Findings (2025-001) 

In testing controls over procurement awards auditors found one instance in which the Deputy 
Mayor for Planning and Economic Development (DMPED) procured services in the Industrial 
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Revenue Bond Program under sole source procurement rules in the amount of $609,548. But 
the required “Determination and Findings” document did not include the market survey 
conducted or a statement of reasons why a market survey was not completed. The auditors 
recommended that “DMPED in coordination with the Office of Contracting and Procurement 
(OCP) strengthen controls over the preparation and review of D&F Forms,” a recommendation 
with which the Executive concurred.  

DMV & Emergency Procurement (2025-002) 

The auditors also found that the Department of Motor Vehicles working with OCP procured 
traffic violation ticket processing services in the amount of $5.2 million using emergency 
procurements and “used consecutive emergency contracts to cover sustained operational 
needs instead of initiating a timely competitive procurement.” The risk in this practice, auditors 
noted, was the undermining of public confidence in “the integrity of the procurement process.” 
Auditors recommended that DMV in coordination with OCP, “cease use of emergency 
procedures for routine, ongoing services and initiate a full and open competitive procurement” 
through a request for proposals. 

In their response, management “does not concur with the finding and believes the matter is 
better suited for policy review and clarification as opposed to a control deficiency requiring 
corrective action.”  

The Council may wish to ask for an explanation of why this finding is not a control deficiency 
and how the Executive intends to address the issue.  

DHS and “Clean Hands” (2025-003) 

The third procurement-related finding was an instance on a $236,946 software contract 
procured without evidence of obtaining a Certificate of Clean Hands issued to the vendor by the 
Office of Tax and Revenue indicating compliance with tax requirements. In this instance 
auditors also mentioned that staff incorrectly classified the contract as “sole source” in the 
procurement information system. The recommendation was to “strengthen controls” with 
which management agreed.  

OCTO and OCFO Failing to Disable Inactive Accounts 

In two separate control findings the auditors concluded that the Office of the Chief Technology 
Officer has not ensured that inactive user accounts and those of separated employees in 
District information technology systems were not disabled, and, similarly, that dormant 
accounts in the District Integrated Financial System (DIFS) had not been disabled by the Office 
of the Chief Financial Officer (OCFO). 

OCTO Account Management Lifecycle (2025-004) 

The auditors found that 2,047 separated District employees had active accounts in Peoplesoft, 
and also found 483 inactive or dormant accounts in Peoplesoft which they said posed a risk of 
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“allowing excessive or unauthorized access to information systems and data.” They 
recommended that OCTO work with agency information technology and system owners to 
improve account controls including disabling or removing access for separated users. 
Management concurred and said a new platform designed to automate user “provisioning” and 
“deprovisioning” which was scheduled to go live in December 2025. Councilmembers may wish 
to ask for an update on whether the new system is operating.  

OCFO Account Management Lifecycle (2005-009) 

Similarly, auditors found that 434 dormant or inactive accounts (those that have not been used 
in more than six months) in the District Integrated Financial System had not been disabled, and 
another 30 accounts in another OCFO system. This, too, posed a risk of excessive or 
unauthorized access to information systems and data, they wrote. They recommended a formal 
policy for account inactivity, with which management concurred. The management response 
indicated “user activity will be reviewed” in 2026 to determine inactivity and the “DIFS Security 
Access Policy” will also be reviewed and updated to include a dormant user policy. 

The auditors noted that the previous financial system, the System of Accounts and Reporting 
(SOAR) had a technical control to accomplish the process of disabling accounts after a period of 
inactivity but that “the new application does not have that functionality.” The new system, 
DIFS, went live on October 1, 2022.  

Councilmembers may wish to ask for an update from the City Administrator on behalf of OCTO 
and the Chief Financial Officer with regard to DIFS including why such a capability was not a 
part of the new system, and who, generally, across the District government is responsible for IT 
system management issues such as these. 

“Unidentified Leases” (2025-010) 

Auditors reported this control deficiency at the Department of General Services (DGS): 
“multiple instances in which lease transactions executed in FY2024 were not recorded until 
FY2025.” In describing the possible cause, auditors wrote that “lease documents from the 
Department of General Services did not reach the Office of the Chief Financial Officer timely” 
and that no automated linkage exists between execution dates and the accounting database. In 
their response DGS acknowledged the time lag in the flow of information both within the 
agency itsel—between Portfolio Management and DGS Accounting—and between DGS and the 
OCFO and described several changes they will implement to ensure timely recording of the 
leasing information.   

This is an issue which the Council committee with oversight for DGS may wish to follow up on in 
subsequent hearings to check status of the remediation. 
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Unsupported IT Systems (2025-007) 

A control deficiency identified with OCTO that may implicate a number of other Mayoral and 
independent agencies concerns the need to replace systems and components of systems when 
they are no longer supported by the original vendor. Auditors “noted several unsupported 
operating systems in the District server inventory.” The management letter, however, does not 
identify the systems nor the agencies hosting the systems. The management response 
concurred and stated that “OCTO Security already performs the task of identifying End-of-Life 
machines on the network” and coordinates with agencies to address the needs. With the 
significant degree of autonomy held by some mayoral agencies as well as independent 
agencies, Councilmembers may wish to press the CLA representatives and/or the City 
Administrator for additional information on this finding to include what systems were found to 
be unsupported and the “owner” agencies and programs that could be affected. 

Disaster Recovery Plans (2025-008) 

Auditors noted that OCTO tested the recovery capability of their network but did not receive 
evidence of a formal contingency/disaster recovery plan that complies with existing OCTO 
policy including documenting essential functions and recovery time that is reviewed and 
approved by senior management. This appears to be a finding that identifies existing policy but 
lack of documentation on plans for “all elements and recovery objectives” required by the 
policy. In response, management concurred insofar as contingency and recovery plans for “all 
critical and important OCTO applications and the Datacenters” but stated that developing and 
maintaining such plans “for every application is not feasible.” Councilmembers may wish to 
learn more about what the Executive considers “critical and important” within the universe of 
District government information technology systems.  

 

This concludes ODCA’s summary of selected control deficiencies and other findings. For 
additional details on these findings as well as the additional management letters noted above, 
please see the list of reports posted to the Office of the Inspector General website and the full 
ACFR on the OCFO website.  

+++ 


